SecureSuite XS

Advanced Authentication Software

Workstation Guide



Notices

Specifications may be changed without notice. This document is provided for
informational purposes only. 1/O Software, Inc. makes no warranties, either
express or implied, as to the accuracy of this document. The entire risk of the
use, or the results of the use, of this product remains with the user. This product
may have a small possibility of granting access to persons other than those who
have registered their security token. In no event shall I/O Software, Inc. or our
representatives be liable for any incidental, consequential or special loss arising
from granting an access to persons other than those who have registered their
security token. In no event shall I/O Software, Inc., or our representatives, be
liable for any incidental, consequential or special loss arising from any use,
defect, malfunction, or fault of this product.

Version 4.0

©1998-2002 /0 Software, Inc. All rights reserved.

SecureSuite, SecureLaunch, SecureLogon, SecureSession, and SecureFolder
are trademarks or registered trademarks of /0 Software, Inc.

Sony and Puppy are trademarks of Sony Corporation.
Microsoft, Windows, and the Windows logo are registered trademarks of

Microsoft Corporation. All other trademarks and registered trademarks are
trademarks or registered trademarks of their respective holders.

I/0O Software, Inc.

http://www.iosoftware.com




Table of Contents

Chapter 1: Welcome to SecureSuite........ccccoomreeiiiieciirecceireeneenees 8
ABOUT THE GUIDE ...ttt e e e e e e e e eee st eeeeeae e e esae e e eeeesaeeeeeeneseeeeeeeeenenns 8
NAMING CONVENTIONS AND TYPEFACES ...vevteueeeeeeeeeeeeeeeeeeeeeeeeeeeeseeeeeeeeeseeeeeesneeeeesseeeeeneneeeneeenes 10
SYSTEM REQUIREMENTS .....evtuteetesueeeeeeeeeeeeeeeaeeeseeeeeeeseseeeesesseseeeeseaneeesesssesesseseeeesesseseeesseseennenns 11
ADDITIONAL INFORMATION.......cciiiiiiieiiitieeeeeiteeeeeitteeeeeiteeeesstreeeestseeesssseseessseseeanssesesssseessnsses 11

Chapter 2: SecureSuite OVerview.......c..ccomreeciiiimneesssssinnsessssneen. 12
SECURESUITE HIGHLIGHTS .......eeveiet ettt et et e e e eee e eae st e ee et eeee et eteseesaeeeeeaesaeeeaeeneeeeens 12
ARCHITECTURE «. ettt ettt et e eeeae et eee e et e eeee e et eee e s et eeeeeesaeeaee et eeseseeeeeeseseeeaaeeneeeneneeeenennen 15

SecureSuite XS Workstation vs. SecureSuite XS Server .........ccccuuuuueeeeeeeceeeeeeeeeeeeeeannn. 15
SCUFESUITE USCE ROICS..........oooeeeiiieeeeeeeeeeeee e 15

Chapter 3: Installing SecureSuite XS Workstation...................... 16
INSTALLATION ...ttt et e eeeee et eeee et e eeeee et eeseeeeeeeeeueseeeeeeaueeseseseeeesesaeeeneesesesenseseeeseseseesenseseennen 16
INITIAL LOGON PROCEDURE ......eoviuteeeeeeeeeeeeee et eeeeee e eeeeeeeeeeeeeeeeeeeeseeeeneeeeeeeeeereeeseseseseeenesnennen 18
THE SECURESUITE WELCOME SCREEN........ccuuitutiteeteeeeeeeeeeeeeseeeeeeeseeeeeeeeeseeeeeesseeseseseneessesneneenn 19

Chapter 4: SecureSuite Key Features ..........ccmmmmrmeeccciiniinennnns 20
SYSTEM INTEGRITY VERIFICATION ....vouveeueeoteeueeeeeeeeeeeeseeeeeeeueseeeeeeeseeeseseseneeeseseeeesesseseessesneeenenns 20
RAS SUPPORT ..ottt ettt ettt e et e e e ettt e e e e e ette e e e eate e e e etteeeeeesteaeeesseeeeennreas 20
POLICY MANAGEMENT .....ootittetteeeee oot e et e e et eeee et eeee e e st eeee et eeeeseeeeeeae st eeaeeneeenesesereennes 20
CREDENTIAL CACHING .ottt et eee e eeeee et eeee et eeee et et eeeeeueeeeeeeeeaeeesesaeeesesneseeesseeeeeseseeessesseseessen 21
RANDOMIZE PASSWORD .....eveuteeeeeeee oo eeeeeeee et eeeeeeeeteeaeseeeseeaeeeseseeeeeeseseeeeseeeeeneneeeenennes 21
LOGON TIME ...ttt ee et e e e e eeee et e eee e e eeeeeee et eeeeeaeeeseseseeeeneseeeenesreeeeseeeeeesesaseneesnesnennenn 21
WINDOWS SYSTEM TRAY ...ttt ettt et eee et et e eee et eeeeseeeteeae st eeaeeaeeenesesereeenes 22

SecureSession for AppliCAtioNnS ICOMN .............c...cccoveeviiiieiiiieeiiieeciee e 22
Authentication MetROd ICOMS ................cooeeoiociiieeeeeeeeeeee e 22

Chapter 5: Using SecureSuite.........cccccceiiiimicecciiirsscccse e 23

SECURESUITE LICENSE MANAGER ....eevtetteeteeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeneeeeeseseteesesaeeeeesneseesaesnesenenns 23
The License Manager Properties Dialog ..................ccccooecveeeiiieiiiieiiieeeiieeeeieeeieen, 23
Product LICenSe KeYs ...........ccoouuiiiiiiiiiiieiieeie ettt ettt ennee e 24
USEE LICENSE K@YS ......eveeeiee ettt e e e e e e 25
DUPLicate LICONSe KeYS ...........ccccueiiiiiiiiiiieiiieeie ettt 26

SECURESUITE USER AUTHENTICATION .....uuvtiiiiitrieeeitreeeestreeeestreeeessreeeessseseesssseeessssseesssssseeens 27
Authentication MEtROS .................c....cooueeeeeeei e 27
Verification vs. IAentifiCAtion ...............c..occueeicuiiiiiiieeiiee e et 28
Multiple Authentication MethOdS ....................cccooeouiiouiiiieeiieiieee e 28
The Authentication DiGLOZ .................ccc.cccuieeiuiieiiieeeeie e 29

SECURESUITE ICONS AND THE WELCOME SCREEN ........cuvvviiiieiiiiiiiieeeeeeeeeeeeinneeeeeeeeeesennneeeaeeeeens 31
SCCUFESUITE TCONS..........oooooeeeiiii e e 31
The SecureSuite Welcome SCreen. ... 32

USING THE SECURESUITE HELP SYSTEM .....eeteotteeteetteeeee et eeeeeeeeeeeeeeeeeeeseeeeesseseeeeseseeeneneeeseennes 33

ONE-TOUCH LOGON ... .ottt ettt e e ettt e et e e et e e e e ataee e eeataeeeeetbeeeeesseseeentaeseeennreas 33

WORKSTATION SECURITY ...uvieeuvieeeiieeteeesireenseesssseesseeassseessseessssessssesssssssssseesssseesssessssesssssessssseenss 34



Locking Your WOrkSIQtION .............cc.ccciiiiiiiieiieee ettt 34

Unlocking Your WOrKSIQUION ................ccccoeiiiieiiiieeie e 34
Chapter 6: Account Management .............ccccceeeiiimmmmensnnnnnemsssnenne 35
MY SECURESUITE SETTINGS ....vcveueueueueuisesesisisisttssssssesesesesesesesesesesesessssssssssssssssssssssssssssssesesesnss 35
USER PROPERTIES — SECURESUITE POLICIES .....couteitiiiteienieniienienitetenieeeentesieetesreeneenieeveeneesneennes 36
AUTHENTICATION METHODS ......cttutientitstatstststeieeesesesssssesesesesesesesesesssssesesesssessssnsssssssssssssssssnes 37
USER PROPERTIES — SECURESESSION POLICIES .......coouteciiiiiiiiniiniieiiniierenie st 38
Changing User-Level Policy Settings..............ccccccouiivimiiiniiiiiiieniieiieiteeseee e 39
Modifying Individual SecureSession Account Information.................cccoccevvuveevennnnnn. 40
Changing policies for an individual application window or web site.......................... 42
USER PROPERTIES — SECUREFOLDER POLICIES.......c..cccoeciiiiiiiiiiiieiiiiceenieeeeie e 43
Chapter 7: System Administration............ccoeeeiiiimiiecciiinnccinnnns 44
ADMINISTERING SECURESUITE ON WINDOWS 2000 AND XP PROFESSIONAL .......cccccceeveurnnennne. 44
SecureSuite USer MANAZET ...............ccccuueeeaiiiieeeeiiee et a e 44
Creating a New USer ACCOUNL............c...cccueeiieeeiiiieeie e 45
ADMINISTERING SECURESUITE ON WINDOWS XP HOME ......cccceoiiiininiiniinieienecicceeeeeseeees 47
SecureSuite USer MANGZET ...............cccooocuveeiiieeiii et 47
Creating a New USer ACCOUNL ..............ccccocuieiiiiiiiiiiiiiiieiieeiteeeee e 49
ADDING AUTHENTICATION METHODS TO A USER ACCOUNT.........cocimirreniiniierenieeneneeeenenneennes 54
USEE LiCENSE K@YS ......eoeeiiiie ittt e 54
Chapter 8: SecureSuite System Settings......cccccceermmmmmmrrrrinnnennnnees 56
SYSTEM SETTINGS — POLICIES .....certtiiteiiritetinieeitentinitete sttt sieete bt ettt esne st st snesaeesae b eneenee 59
SYSTEM SETTINGS — AUTHENTICATION METHODS .......cootrieieniierinieeeetinieerenneeeeenesieesnenneseeenne 60
Managing Authentication Devices on Windows 2000 and XP Professional................ 61
SYSTEM SETTINGS — DATABASE ....c..coteitiriteteniieitetenitete sttt st sbe et et sbteanesaesseentesieessenbesneenee 62
Local Database Backup - Setup and Operation.................c..cccceeveveeiceieiceeeiineeienann, 63
SYSTEM SETTINGS — SECUREFOLDER..........ccoeveiiieteieieteieteieieieieiesesesssssesesssssssssssessseseseseseseseseseseses 64
SYSTEM SETTINGS — SECURELAUNCH.......c.cvrttririeeeieeeeeeeieieteeeseieseseneneseseesesesessesesssesesesssesesesesenas 64
SYSTEM SETTINGS — SECURESESSION FOR APPLICATIONS ......ccteouiniirieiiniienenieeneenesieenesneseeens 65
SYSTEM SETTINGS — SECURESESSION FOR INTERNET EXPLORER .........coviiiiiiieieienenereseeenenenas 65
SYSTEM SETTINGS — COMMUNICATION SETTINGS ...c..eecterteruienienieetenneeeentenieeeensesseensesieessensesseenne 66
POFE SEHINGS ...t 67
TUTEOULS ........oeeeeee ettt e e e e e e et e e e e b e e e e s stsaeeeensseeeeesseeeeanns 67
VIFEUGL TP ...ttt e et e et e et eenseeenreeenes 67
Chapter 9: SecureSessSioN...........eeeeeeemeemmmmmmemmmmemmeeeee————. 68
SECURESESSION FOR APPLICATIONS ......cutitiiitetesesesesesesesesesesesesasessssssssssssssssessseseseseseseseseseseses 69
Registering an APPLICALION ...............ccceeecueeeiieeeie et 70
Activating SecureSession for APPlICALIONS ................ccoeveeeieiiiiiieiiieiieeieee e 74
Editing SecureSession INfOrMALION ................cc.ccccuveeciieeiiieiiie e 75
Removing Registered Application INfOrmation .................ccccccoeceecianeeaceeneeeeeeennn, 76
SECURESESSION FOR INTERNET EXPLORER......c.c.ccotmteieriiriienienieerenieeitetenieeteneeeeeennesieessennesneenne 77
ReGiStEriNG @ Web Site..........ccccoovieiiiiiiiiiieeee ettt 78
Activating SecureSession for Internet EXpIOrer ................ccccocovoiniiiniiioiniiinincencene. 80
Editing SecureSession INfOrMALiON .................ccoccceeveuieiiiiiiiiieiie et 81
Removing Registered Web Site INfOrMAtiON...............c..cccoueeeeeveeiiiieaiiieeeiieeeiee e 82

Chapter 10: SecureFolder.........ccoiiiiiicciiirrrccsr e 83



SECURING A FILE OR FOLDER .......uttiiiiiiiiieiiiiieeiiieeeesitteeeeiveeeestaeeesssssaessssseeesasssseesssssssessnssseenns 84

SECUREFOLDER EMERGENCY RECOVERY UTILITY .....cucvevtiairierieiesiisesessiesesessssssssssesesssssssssnsns 85
Choosing your Emergency Recovery PaASSPRTASe .............c.cccovevceeeviieaiiieiiieeeeeen, 85
Changing your Emergency Recovery PasSpAFase..................cccocccvcieeiiveniieninieneenns 86
Disabling the Emergency Recovery ULIlity ...........ccccocoveviieeiiiiiiiie e 87

SECUREFOLDER SHARING ........vtuititetetetisisssssesesesssssssssesesesssssssssesesessssssssssessssssssssssesessssssssssnsens 88

WORKING WITH SECURED FILES AND FOLDERS .....c..ooctectiniirieienieetenitereniesieeresreenenneeneenesneennes 90

REMOVING SECURITY FROM A FILE OR FOLDER .......ccceociiiiiiiiiniieiiniierenieeeere et 91

Chapter 11: SecureLaunch...........ccooiiiiiiiccrrr e 92

SETTING USER RESTRICTIONS ....c.cuiuiueviisisisrsesesessssesssssesesesssssssssesesessssssssssesessssssssssssessssssssssnsens 92
Changing USer RESIFICHIONS ..........c..ccccueeeiueeeeiieesiee e e e e eiaeesaeeesseeesseeeaveesaee e 97

REMOVING USER RESTRICTIONS ......vuvuiuiutitettnesestseseseseesesesssssesesesssssssesesesssssssssesessssssssssesesesnnns 98

SECURELAUNCH ACCESS POLICY RULES .....ocvoviuiiiiiieieiiieieieieseiessesieseseses s sesas 100

Chapter 12: SecureSuite Program Maintenance ....................... 101

CHANGING YOUR CONFIGURATION .....coruiruieienientenrenieetenteetentesseentesieessensesseensesseensessesssensesseenne 101
Installing OEM Device MOAUIES ...............cccccouveeeiiiiaiiieeeeeee e 102
Removing OEM Device MOAUIES...................cccoceiiioiiiiiniiiiiiiiiieeeeee e 104

UNINSTALLING SECURESUITE XS WORKSTATION .......eottrierenieetinrierenreneeerenieeresseeneenresseennenne 106

Appendix 1: Troubleshooting............ccoeeeciiiimrieccnirrr s 107

COMMON USER PROBLEMS .......uvtiiaiatatetetstitaesesetesessssssssesesesstssssssesesssssssasassessssssssssssssesesens 107

Appendix 2: GIOSSArY ......ccccciiiimmmmsirrrrr s e 109
Appendix 3: A Table of SecureSuite Policies..........cccccoeecnnnn.nee. 115

DOMAIN/SYSTEM-LEVEL SECURESUITE POLICIES .......c.ovuiviieieteiiiseieieiesesessseseese s 115

6] 5 (U PRRRRPPPRRNt 115

AVAILABLE SETTINGS.....c.cuettttutuetetetsttstsssssesessessssesesesssssssssesesesssssssssesesssnssssssesesesssssssssesessns 115

LIMITS SETTINGS OF. .. ¢..utetetiaiatueietetsttstseeeeesessesssssesesesesssssssesesessssssssesesessssasassesesessssssssssesesens 115

DEPENDS ON SETTING OF ... 1..outuiuiteteiiisisssssesesessssssssesesesssssssesesesessssssssssesesssssssssesessssssnsssesesesns 115

USER-LEVEL SECURESUITE POLICIES.........cueueteiriiaiteieietsiiseseiesesessesssssesesesssssssssesesesssssssssesesnnns 116

POLICY .ttt ettt sttt b st s ettt s s 116

AVAILABLE SETTINGS.......cuevetttuiueeetesesssssssssesesessssssssesesessssssssesesesessssssssesesasssssssssesessssssssssssesses 116

LIMITS SETTINGS OF ... ¢.vcvttuiuiueuetesiisssesesesesssssssssesesesessssssssesesessssssssssesesesssssssssesessssssssssesesnnns 116

DEPENDS ON SETTING OF ... ...uoututtitetetiisiseeetesesstsssssesesesssssssssesesesssssssesesessssssssssesesesssssssesesesnns 116

USER-LEVEL SECUREFOLDER POLICIES ......cuteciiiiiiiiiiniiiieieeieetesie et e 116

POLICY ettt ettt e e ettt e e ettt e e snbaeeesnbaeeesnbaeeesansaeeesanbaeeeeanseaaeeansaeeeanne 116

AVAILABLE SETTINGS.....cuuettttatuetetetttstsssssesesssssssesesesssssssssesesessssssssssesesssssssssesesesssssssssesessns 116

LIMITS SETTINGS OF. .. ¢..ucteteiiaiatueuetetettstseseeesesstssssesesesesssssssesesessssssssesesessssasassesesessssssssssesessns 116

DEPENDS ON SETTING OF ... 1..vuiuiuitetetiisissassesesessssssssesesesssssssesesesessssssssesesessssssssssesessssssssssssesnns 116

DOMAIN/SYSTEM-LEVEL SECUREFOLDER POLICIES.......ccccotrtiriiniieieniineeieneeienie e 117

POLICY vttt ettt sttt ettt b sttt ettt s s 117

AVAILABLE SETTINGS.......cuevettieiuieetesetsstsssssesesessssssssesesesssssssesesesessssssssssesassssssssssesessssssssssssesses 117

LIMITS SETTINGS OF ... ¢.vvttuiutueuetesetsissseessesessssssssssesesesessssssssesesesesssssssesesesssssssssesessssssssssesesnnns 117

DEPENDS ON SETTING OF ... ...ututuiuueteiiisieeeetesessesssssesesesssssssssesesesssssssssesessssssssssesesessssssssesesessns 117

USER-LEVEL SECURESESSION FOR INTERNET EXPLORER POLICIES ......c.ccovvuimieeieieiriincieeeeennn. 117

) 6] 5 (G OSSR PURRUPPPRRNt 117

AVAILABLE SETTINGS.....cuuettttatuetetetttstsssssesesssssssesesesssssssssesesessssssssssesesssssssssesesesssssssssesessns 117

LIMITS SETTINGS OF. .. ¢..utteutiaiutueuetetsttstseeeeesessesssesesesesesssssssesessssssssssesesesssssasassesesesssnssssssesesnns 117

DEPENDS ON SETTING OF ... 1..tiuiuiteteteiisisesssesesessssssssesesesssssssesesesessssssssesesassssssssssesessssssssssesesnns 117

SITE-LEVEL SECURESESSION FOR INTERNET EXPLORER POLICIES.......cctvtviiiiiiiiiiiiieiiieeeeeeeeeeeens 118



POLICY ettt ettt st ettt et et sat e ettt e saee s e e e 118

AVAILABLE SETTINGS....coiiiiiiietttieieeeeeeeeeiuteeeeeeeesesstaeeeeeesesssssassesseesssesssssesseesessssssssresessessssssrnes 118
LIMITS SETTINGS OF ... coouvtiiiiittiieeeetteeeeeeteeeeeesteeesessteeesessaeessessseessssssessssssseessansaeesssssreeessnsressssnsnees 118
DEPENDS ON SETTING OF ... ciiiiuiiiiietieeeeeeeeeeeeteeeeeeeettesseaetessaaeeesseaaeessasaseessasaseessasareessessaeessaes 118
DOMAIN/SYSTEM-LEVEL SECURESESSION FOR INTERNET EXPLORER POLICY ........ovvvvveviinnnn. 118
| 70) 5) () TSR PRRRRRRRRN 118
AVAILABLE SETTINGS.......uvtiiiiiiitieeeeiteeeeeeiteeeeeeiteeeseeiseeesessseesesiseessesisesesesssasesesssesesesssressessesesese 118
LIMITS SETTINGS OF . .. cutttetieteee e et ee e et ee e e et e e e e et e e e e et e e e saateeeseateesseateessaateessaaeeessaaeesssanaeas 118
DEPENDS ON SETTING OF ... .iiiiutiiiiiititeeiiiteeeeetteessetetesssstseessssteeesssstesessstseessssseessssseesssssesesssnes 118
USER-LEVEL SECURESESSION FOR APPLICATIONS POLICIES .......ccooiiiiiiiiiiiiiiiii 118
POLICY .ottt ettt et e e e s et e e s ettt e e s aaeeeeseaaeessaateesseareesseaneessanes 118
AVAILABLE SETTINGS....ccoiiiiiiitttitieeeeeeeeeiiteeeeeeeesessaaeeseeesssssssaasesesesssessssasssssesssssssssrssesssesssnsrnes 118
LIMITS SETTINGS OF ... couvtiiiiitteieeieteeeeeeetteeeeeeteeesessteeesessaeessessaeesssssseesssssseesssnaeesssssreeesansressssnseees 118
DEPENDS ON SETTING OF ... ..eoouiiiieiieieeeeteeeeeeteeeeeeaeeeeeeaeeeeeeseeseeeseeeseesnseseeiseeesessreesesisesesesnes 118
APPLICATION-LEVEL SECURESESSION FOR APPLICATIONS POLICIES........ccoovvuieeiiiiieeeiiiieeeenns 119
| 10) 5) () TR PRRRRRRRRN 119
AVAILABLE SETTINGS......cuvtiiiiiiteeeeeeiteeeeeeiteeeeeeiteeeeeeiseeeseeseeesesseessesisneesesisasesesiseessesssressesseseseses 119
LIMITS SETTINGS OF . .. coutteetiettiee et ee e et ee e e et e e e e et e e e e eateeeseateeeseateesseateessaaeeessaaeeessaaeesesanaeas 119
DEPENDS ON SETTING OF ... .oiiiuttiiiiitiieeiitieeeeetteeeeseteeesssstseessssteeessssteeessssaaeessssseessssseesssssesessanes 119
DOMAIN/SYSTEM-LEVEL SECURESESSION FOR APPLICATIONS POLICY ...oovvviviiiiiieiieeeeeieeeane 119
POLICY ettt ettt e et e e e ettt e e s ettt e e s etaeeeseaaeessaateesseareesseaneessanes
AVAILABLE SETTINGS

LIMITS SETTINGS OF ... coouvtieiiitteieeeetteeeeeeteeeeeeeeeesessteeesessaeessessaeesssssseeessssseessesaeesssssseeesansressssnseees
DEPENDS ON SETTING OF ... ..ieouviiiiitieeeeiieeeeeeteeeeeeaeeeeeeaeeeseeseesseeseeseeesneeseeiseessessreesesiresesesnes 119
SECURELAUNCH ACCESS POLICY ..ottt ettt ettt e et e et e e e sae e e s snaee s s s 119
| 10) 5) () GRS
AVAILABLE SETTINGS

LIMITS SETTINGS OF . .. cutttttieteee oot ee e et e e e et e e e e et e e e e et e e e seateeeseateesseateessaaeeesseaeeessaaeesssanaeas

DEPENDS ON SETTING OF ... teiecuttteeeiiiteeeniireeeesieeeeenuteessassreesssssseessssseeessssseesssssseessssssessssssseesssnes 119



Chapter 1: Welcome to SecureSuite

Chapter 1: Welcome to SecureSuite

About the Guide

The SecureSuite XS User's Guide is designed to introduce and familiarize you
with SecureSuite’s many features and applications. It also provides the
information necessary for you to customize SecureSuite to meet your specific
needs and security requirements.

This manual has been divided into 12 chapters, providing an overview of
SecureSuite as well as operating instructions for the various SecureSuite
applications.

e Chapter 1: Welcome to SecureSuite introduces you to the SecureSuite XS
Workstation Guide. It also defines the minimum system requirements for a
SecureSuite XS installation, important naming conventions, and where to
look when you need more information.

e Chapter 2: SecureSuite Overview provides an overview of SecureSuite and
it's features.

e Chapter 3: Installing SecureSuite XS Workstation explains the SecureSuite
installation process, including the initial logon procedure.

e Chapter 4: SecureSuite Key Features explains some important features of
SecureSuite, such as credential caching, RAS support, system binary
verification, and password randomization options.

e Chapter 5: Using SecureSuite describes the main functionality of
SecureSuite, including detailed instructions and tips.

e Chapter 6: Account Management explains how to set up and maintain your
own user account, including how to set your user-level policies and manage
your authentication methods.

e Chapter 7: System Administration explains how to set up the SecureSuite
SecureSuite XS Workstation Guide 8
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User Manager, add a new user account to SecureSuite, and make new
methods of authentication available.

e Chapter 8: SecureSuite System Settings describes the various system
properties, including system policies, device management, event logging,
database management, SecureFolder policies, SecureSession policies,
communication settings, and logon settings for identification devices. It also
covers the basics of how to secure applications with SecureLaunch.

e Chapter 9: SecureSession explains how to use the “password bank” and
account management functionality of SecureSession for Internet Explorer for
web sites and SecureSession for Applications for Windows applications.

e Chapter 10: SecureFolder explains how to use SecureFolder, a SecureSuite
application that provides security for files and folders.

e Chapter 11: SecureLaunch explains how to set and remove restrictions in
order to prevent unauthorized users from running Windows applications.

e Chapter 12: SecureSuite Program Maintenance explains how to modify,
repair, or uninstall SecureSuite.

e The Appendices include supplemental material that provides quick access to
important information.  Appendix 1 lists common user problems and
troubleshooting techniques. Appendix 2 contains a glossary, which covers
important terms used in SecureSuite. Appendix 3 contains a table of
SecureSuite policies.

SecureSuite XS Workstation Guide 9
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Naming Conventions and Typefaces

Information within this guide is clearly structured with descriptive instructions as
well as many step-by-step examples on how to implement or configure a particular
feature. These are supplemented with graphics that make the instructions easy to

follow.

B Note: Notes generally represent information that requires special
attention. Notes in the manual will be displayed in this typeface.

More Info: References to other books and sources of information are offered
throughout the manual.

0 Important: These notes contain important warnings about the subject at hand —
critical information about the security of your system.

Specific names and instructions (as they appear on your
computer screen) are displayed in this typeface.

SecureSuite XS Workstation Guide 10
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Requirements

Recommendations

Windows 2000 w/ SP1
Windows XP Professional or Windows XP
Home Edition

Windows 2000 w/ SP2
Windows XP Professional

For SecureSession for Internet Explorer, IE
4 .x or above

Internet Explorer 6.0 or above

At least one network client service installed,
with TCP/IP available

MS client for MS networks and TCP/IP

Pentium 11-350 or better

Pentium 111-700 or better

128 MB of RAM

256 MB of RAM

30 MB of free hard disk space

30 MB of free hard disk space

For client/server functionality, the domain must have DNS capability

Table 1: System Requirements

Additional Information

Refer to the SecureSuite Release Notes for the most current information and
general issues. The Release Notes are available during installation. To view
the Release Notes after installation, from the Start menu, select Programs,
SecureSuite and click SecureSuite Release Notes.

SecureSuite XS Workstation Guide
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Chapter 2: SecureSuite Overview

SecureSuite is an enhanced security software solution that seamlessly integrates
with the Windows 2000 and Windows XP operating systems to provide
biometrically enabled user authentication services and additional functionality.
SecureSuite supports stand-alone workstation installations, as well as full
client/server functionality. SecureSuite is the most comprehensive biometric
security solution available on the market today, supporting the largest number and
widest variety of biometric and non-biometric authentication devices.

Computer security has traditionally been based on two authentication methods:
Something you know (e.g., passwords) and something you have (e.g., smart
cards, tokens). In recent years, a third method of security has emerged:
Something you are, known as biometrics. With biometrics, users can verify their
identity via unique physical characteristics, such as their fingerprint, iris, retina,
hand, face, or voice.

SecureSuite XS is an integrated 4-in-1 software package that provides a suite of
security applications for Windows 2000 and Windows XP. SecureSuite’s scalable
authentication infrastructure improves security, enhances user convenience,
reduces costs and increases productivity. SecureSuite is unique in that it allows
users to utilize a wide range of powerful and secure authentication methods such
as passwords, biometrics, smart cards, token devices, and any combination of
these. These advanced authentication methods can be used to control access to
sensitive files and applications. In addition to enhancing standard logon
procedures, SecureSuite includes SecureSession, SecureLaunch, and
SecureFolder, providing powerful tools that are necessary for the security and
productivity of your PC.

SecureSuite Highlights

SecureSuite provides system administrators with a complete set of tools for
managing user accounts and controlling access to information via an intuitive and
easy-to-use software package. SecureSuite also addresses the need for a robust
and rich set of security services users once they are logged on to a domain.
SecureSuite’s functionality includes:

e SecureSuite enables deployment of a wide range of biometric and non-
biometric authentication technologies through single-factor and multi-factor
authentication.

e SecureSuite seamlessly supports the Windows 2000, Windows XP
Professional and Windows XP Home platforms.

e SecureSuite is highly scalable, supporting a single user in one location to
members of an enterprise scattered around the globe.

SecureSuite XS Workstation Guide 12
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e User-friendly wizards facilitate the installation and enroliment of
authentication methods including smart cards, tokens or biometric devices.

e SecureSuite provides efficient administrator tools, such as the SecureSuite
User Manager, which enables full user management, from system policies
to biometric enroliment.

e SecureSession captures and stores information for application windows and
web sites, and releases the information upon authentication.

e SecureFolder allows you to easily protect files with strong encryption. The
locking/unlocking of directories and the encryption/decryption of files can be
activated by a SecureSuite-compatible authentication device.

e With SecureLaunch, Windows-based applications can easily be secured to
prevent unauthorized use.

e Credential caching allows credentials from the last successful logon to a
remote domain to be stored on the client computer. This allows users to log
on to client computers in the event that they are disconnected from the
network or if all the domain controllers are down.

e SecureSuite supports Remote Access Service (RAS) connections. Using a
RAS connection via a modem, a client computer can operate as if it were
physically connected to a LAN.

e Administration is easy and powerful using the native MMC-style snap-ins for
system policy and user account management.

e Password randomization options allow system administrators to enable or
disable SecureSuite management of user passwords. This feature is
invisible to the user and, when enabled, enhances system security. Refer to
Chapter 4: SecureSuite Key Features for a detailed explanation of this
feature.

e SecureSuite administrators can quickly and easily view event-logging details.
An administrator can use Event Viewer to view and manage system
security and application event logs.

e One-Touch Logon Support provides users with single sign-on capabilities
with all SecureSuite applications.

e SecureSuite is BAPI (Biometric Application Programming Interface)
compliant.

This sophisticated and empowering suite of security features and applications
offers advanced security via a wide range of authentication methods. Following is
a list of the security applications available with SecureSuite:
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SecureLogon: SecureLogon enhances the normal logon procedure for
Windows, enabling you to log on to your system securely and easily using one or
multiple authentication methods and devices supported by SecureSuite.

SecureSession: SecureSession is composed of two applications:

e SecureSession for Applications (SecureSession/Apps) stores passwords and
other text-based information for application windows, and enters the
information for you.

e SecureSession for Internet Explorer  (SecureSession/IE) stores
authentication information, such as user names and passwords for web sites,
and enters it for you.

SecureFolder: SecureFolder is a powerful, fast and convenient way to protect
data. With a right-click you can secure folders, allowing only authorized users to
view the contents. SecureFolder also encrypts individual files. Secured folders
look and function like other Windows folders: You can "drag and drop" files into
and out of the secured folder. All of the security functions in SecureFolder take
place quickly and transparently. SecureFolder also includes an emergency data
recovery utility for use in the event that some or all data encryption/decryption
keys are lost.

SecureLaunch: SecureLaunch prevents unauthorized users from running
Windows applications. Administrators can secure most programs, and set access
permissions for individual users or groups of users. This application is very
convenient for accounting software and databases that contain sensitive or
confidential information, or for controlling usage of games and entertainment
software.
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Architecture

This section provides an overview of product operation, including details about
SecureSuite XS Server, SecureSuite XS Workstation, and SecureSuite user roles.

SecureSuite XS Workstation vs. SecureSuite XS Server

SecureSuite XS Workstation: SecureSuite XS Workstation is a complete
package that can operate with or without SecureSuite XS Server installed.
SecureSuite XS Workstation provides all the user applications and authentication
software for a stand-alone workstation. It automatically detects the SecureSuite
XS Server (if installed) and then acts as a client.

SecureSuite XS Server: SecureSuite XS Server is a server application designed
to support an Active Directory domain. As in the Windows domain model,
SecureSuite XS Server provides centralized user management and authentication
services. Many of these services are also accessible from domain clients. In
addition, the standard functionality of the domain model is also supported including
user roaming and server fail-over protection.

SecureSuite User Roles

SecureSuite defines two distinct user roles that are equivalent to the
corresponding Windows user groups:

e Administrator — Installs and maintains software on systems, manages user
accounts, manages authentication methods and associated devices, and
manages security and related policies.

e User — A standard resource user. No special privileges or abilities.

e

L Refer to Microsoft Windows documentation for more information on group
memberships.
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Chapter 3: Installing SecureSuite XS Workstation

Prior to running the installer, please verify that you have at least one network client
installed on the target system. This can be verified by viewing the properties of
any available connection in Network Neighborhood or My Network Places
by right-clicking the connection icon and selecting Properties. If Client for
Microsoft Networks (or something similar) is not listed, click the Install or
Add button, then select Client and press OK The list of available clients will then
be available. We highly recommend that you select Client for Microsoft
Networks. If no connection is available or established, please contact your
system administrator.

Installation

Important: Software installation requires local administrator privileges in the case

0 of a workstation-only setup, or domain administrator privileges for domain
installations. Before installing SecureSuite, close all applications and disable your
virus detection software.

Important: Please refer to the Sony® Puppy® installation guide (“Training Your
0 Puppy Unit”) included in your package or on the CD-ROM for specific instructions
on the installation and use of your fingerprint identity device.

To install SecureSuite:

1. Insert the SecureSuite CD into your CD-ROM drive. Wait
for the installation to start automatically.

2. If the software does not auto-initiate, select Start from the
taskbar and then click Run. In the Run dialog, type
D:\Setup.exe (where D is the drive letter for your CD-
ROM drive or other source media).

3. Follow the onscreen instructions, which are outlined below.

Welcome: Click Next to continue.

License Agreement: You must accept the terms of this license
agreement by checking the I accept the terms in the

license agreement check box to proceed with the
installation. Click Next to continue.
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Product License Key: Enter the product license key provided
on a label on the SecureSuite CD envelope. Click Next to
continue. If the product license key entered is invalid or already
in use, you will be prompted to enter a new one after restarting
your system.

Release Notes: Select the Yes check box to review the
Release Notes for important information about installing and
using SecureSuite. If you deselect this check box, you may
view the Release Notes at a later time. Click Next to
continue.

Customer Information: Enter your name and company
information. Click Next to continue.

Complete or Custom Setup: Choose the type of setup that
best suits your needs. If you select Custom Setup, you can
select the program features that you want installed. You can
accept the default destination, or click the Change button to
select an alternate path, to which SecureSuite files will be
installed. Complete Setup will not allow for any modifications.
Click Next to continue.

Shortcut Icon: Select the Create a SecureSuite desktop
icon check box to have a SecureSuite shortcut group icon

placed on your desktop, from which you can access all
SecureSuite functionality. Click Next to continue.

Install: Click Install to initiate the installation process.

Device Setup: If you are installing an authentication device
module at this time, you will be instructed to connect your
authentication device. Refer to the Installing OEM Device
Modules section in Chapter 12 of this manual for more
information.

Restart: Click Yes to restart your machine.

You have completed your software installation. Once your
machine restarts, any user who previously existed on the
system will have now become “SecureSuite enabled”. To log
on to your system, supply your Windows password, which
existed before installing SecureSuite.
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Initial Logon Procedure

To log on to your system after installation:

1. Press Ctrl + Alt + Delete as prompted by the
SecureSuite Authentication dialog.

2. Enter your user name and password.

3. Click Options to change the target domain on which to
authenticate.  Select the Authentication Details
check box to view instructions specific to your account.

4. Click OKor press Enter when finished.

=3 Note: On some systems running Windows 2000 and XP, it is not
necessary to press Ctrl+Alt+Delete as it may be disabled. Consult
your Windows documentation for more information.
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The SecureSuite Welcome Screen

Upon successful authentication, your desktop will appear and you will see the
SecureSuite Welcome Screen. From this screen, you can register your

SecureSuite software, create a new user account, or exit to the desktop.

Register SecureSuite: Click this tab to register SecureSuite and take

advantage of product update notifications and technical support. Your Internet
connection must be active in order to register SecureSuite.

Manage Users: Click this tab to create a new user account. You will be taken
directly to the Local Users and Groups dialog, from which you can enroll new
SecureSuite users.

Exit to the Desktop: Click this tab to close the Welcome Screen.

Deselect the Show this dialog at startup check box if you do not want
the Welcome Screen to appear each time you log on.

Welcome to SecuresSuite ﬁl

/O Soffware

SecureSuite

XS Workstation

Register SecureSuite Welcome to _SecureSyite, the most
comprehensive security software
Manage Users package for your personal computer.

Eiit to the Desktop Select an option on the left to begin.

¥ Ehow thiz dialog at staru

Figure 1: SecureSuite Welcome Screen
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System Integrity Verification

On every system restart, SecureSuite makes sure all installed SecureSuite
binaries have not been tampered with, replaced, etc. If any corrupt or missing files
are detected, SecureSuite will display a message alerting you of the problem. At
this point, only an administrator will be able to log on to the computer and either
repair or uninstall SecureSuite via the Windows Add/Remove application in the
Control Panel, or by re-running the SecureSuite installation program

(Setup.exe).

RAS Support

SecureSuite supports Remote Access Service (RAS) connections. Using a RAS
connection, a client computer can operate as if it were physically connected to a
LAN. RAS makes it possible to connect a remote client workstation to a network
server. This can be accomplished over a Wide Area Network (WAN) link or a
Virtual Private Network (VPN) using a dial-up connection. The user authentication
required in order to establish RAS and/or VPN connections are not controlled by
SecureSuite.

The user may notice a delay corresponding to certain activities. The initial logon
will take longer. Use of some SecureSuite features may also take longer as the
bandwidth available over RAS is limited compared to that available over Ethernet
or other network topology.

Policy Management

A computer’s configuration is defined in terms of policies. A policy is a permission
or attribute for a particular item, action, or object. The ability to consistently
manage policies is an essential feature in SecureSuite. All administrator tools are
centralized and easy to use. This will lead to lower administration overhead and
an enhanced network/server security system. SecureSuite defines four levels of
policies: system-level policies, user-level policies, application policies, and user-
level application policies. For the two SecureSession applications, there is a
another level of policies called “site-level” or “application-level” policies, which are
only relevant for and applied to the website or application for which they are set.
The settings of some policies affect (and are affected by) the settings of others.
See Appendix 3: A Table of SecureSuite Policies for an overview of the policies
and the dependencies they have on each other.
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Credential Caching

Credential caching is a feature that allows the credentials of the last successful
logon to a remote domain to be securely cached (stored) on a client computer.
This policy can be enabled at the system level, or set per user via the
SecureSuite User Manager. |If the client computer should become
disconnected from the network or if no authentication servers are available, the
last 10 users who successfully authenticated to the remote domain can perform
the same logon procedure and have the standard user desktop available (the user
will not be able to access the network). This is a convenient feature for those who
plan to travel with their workstation. Credentials uniquely identify a user within the
scope of a domain. Credential-cached logon compares submitted credentials
against the credentials that have been stored on the computer. You can configure
credential-caching policies through the SecureSuite System Properties
dialog, discussed later in this manual. By default, the credential caching policies
are enabled. These policies will be available to remote domain users only. They
will not appear on local machines (stand-alone workstations).

Randomize Password

Password randomization is a powerful security feature that provides maximum
protection against password-based security attacks. This feature will automatically
change a user's Windows password to a secure random password every time the
user authenticates. This prevents users from accessing SecureSuite protected
network resources from workstations that do not have SecureSuite installed. The
randomization process takes place without user knowledge or participation.

You can configure password randomization policies for all users and for AND users
through the SecureSuite System Settings dialog discussed later in this
manual. If password randomization is set as User Defined at the system level,
then you can also enable or disable password randomization for each individual
user via the SecureSuite User Manager. By default, password randomization
is disabled (user defined) for all users, enabled for AND users, and disabled for
each individual user.

Logon time

Placing your cursor over the SecureSuite icon in the system tray will display how
long the current user has been logged on to the system.

Sue logged on for 0 hr 1 min

[P 10:14 AW

Figure 2: SecureSuite Logon Time
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Windows System Tray

SecureSuite adds a SecureSuite shortcut icon to the Windows system tray. The
SecureSuite system tray icon allows you to access most SecureSuite functionality
quickly and conveniently. If enabled, the SecureSession for Applications icon and
any method icons will also appear in the system tray.

SecureSession for Applications Icon

The SecureSession for Applications icon allows users to register and manage
SecureSession data. See the SecureSession for Applications section in Chapter 9
of this manual.

Authentication Method Icons

If the logged-on user is associated with a biometric authentication method that fully
supports the concept of multiple sources (e.g., two or more fingerprints, each one
being a source), the method’s system tray icon may be displayed in the system
tray. From the SecureSuite shortcut icon (represented by the SecureSuite logo), a
user can choose to show or hide method icon(s) by checking or unchecking the
Show SecureSuite Method Icons option (which will only be available if the

user is enrolled with at least one method that supports this feature).

When a user clicks the method icon, a dialog appears that allows the user to
select their current and/or default source during the authentication process. In the
case of the fingerprint method, the dialog will typically contain a graphic of two
hands with all 10 fingers represented. These method-specific source dialogs
indicate all sources that have been enrolled for that authentication method. For
example, a red dot on the tip of a finger signifies that the fingerprint is currently
selected for authentication. To select a different fingerprint, click the
corresponding finger.

|<$z}’_@ 1:59 PM

/TN

SecureSuite Icon Fingerprint Icon

SecureSession for
Applications icon

Figure 3: Fingerprint Icon, Windows System Tray
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SecureSuite License Manager

The SecureSuite License Manager is an easy-to-use tool for managing your
Product License Key and User License Keys.

The License Manager Properties Dialog

From the SecureSuite License Manager Properties dialog, administrators
can enter a new Product License Key in order to upgrade SecureSuite and utilize
features that may be disabled in a demo or evaluation version, or add new User
License Keys.

To access the SecureSuite License Manager
Properties dialog:

1. From the Start menu, select Programs, SecureSuite,
and click SecureSuite License Manager.

2. Double-click SecureSuite License Manager in the right

pane. The SecureSuite License Manager
Properties dialog appears.
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secureSuite License Manager Properties x|

@ SecureSuite License Manager

r— Product License Infarmation:

Cwirer: Benmett Brooks Upgrade |

Company: 140 Software

Product Yersion: SecureSuite 4.0

Senial: WSDPB-GFDP2-PCUT-DUBEG-LYMFF
Diiztribution type: Warkstation Full

r— User License Information:

Uzer licenzes installed o GOOSE (T his Computer]

Description | Drate Installed | I Use| Total |
@ Built-in SecureSuite User License Thursday, &ugust 15, 2002 i} 5
Bemaove |
Wiew Info |
Grand totals: 0 5
QK | Cancel Help

Figure 4: SecureSuite License Manager

Product License Keys

Your SecureSuite Product License Key, which you received with your SecureSuite
software for use during the installation process, is synonymous with a serial
number. You must have a valid, unique Product License Key in order to install
and use SecureSuite. This Product License Key determines the version of your
SecureSuite installation.

To enter a new Product License Key in order to upgrade your
version of SecureSuite:

1. In the SecureSuite License Manager Properties
dialog, click the Upgrade button. The Upgrade Product
License dialog appears.

2. Enter your new Product License Key, and click OK
3. Click Yes when prompted to reboot your computer. When

your system restarts, SecureSuite will be upgraded
according to the Product License Key entered.
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User License Keys

With SecureSuite installed on your system, all users may use the password
method for authentication. However, in order for a user to employ any other
authentication method supported by SecureSuite, a user license must be
available. Each user license enables a single user to have any SecureSuite-
related authentication method (or combination of methods) assigned to their
account. Enrolling a single user with multiple methods does not use multiple user
licenses. That is, once a SecureSuite user is assigned one user license, they can
have any number of authentication methods and devices assigned to their
account.

To enter a new User License Key:

1. In the SecureSuite License Manager Properties
dialog, click the Add button. The Add User License Key
dialog appears.

2. Enter your new User License Key, and click OK

3. Click Yes when prompted to reboot your computer. When

your system restarts, your new User License Key will be
available.

To remove a User License Key from your system:

1. In the SecureSuite License Manager Properties

dialog, select the User License Key that you want to delete
from your system, and click the Remove button.

2. The User License Key will no longer appear in the
SecureSuite License Manager Properties dialog.

trying to remove are still in use, SecureSuite will search for
available user licenses from other User License Keys, and assign them
to the users. If there are no other available user licenses, a
message will appear informing you that there are not enough user
licenses to transfer to these user accounts. You will not be able to
delete this user license key until another user license is available
or until none of the licenses from this User License Key are assigned
to users.

S Note: If any user licenses from the User License Key that you are

To view a description of a User License Key, and the license
number itself, select the User License Key and click the View

Info button.
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Duplicate License Keys

If SecureSuite detects that you have entered a Product License Key or User
License Key that is already in use, you will receive a message asking if you would
like to enter a new License Key. Click Yes to enter a new License Key and
continue using SecureSuite. If you click No, SecureSuite will be disabled the next
time you restart your machine. You will have to log on to your system using your
Windows password, at which time you will again be prompted to enter a new
License Key. SecureSuite will be disabled and you will continue to receive this
message until a unique License Key is provided, or until SecureSuite is uninstalled
from this machine.
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SecureSuite User Authentication

SecureSuite is an advanced authentication infrastructure designed to provide
secure and convenient forms of authentication. Before allowing users to access a
protected computer, application, web site, file or folder, SecureSuite will prompt
them to authenticate (prove who they are) via an authentication dialog. Depending
on what authentication method(s) have been installed and enrolled with, users
may authenticate using a single method or a combination of password, fingerprint,
smart card, iris scan, USB token, and other advanced authentication technologies.

SecureSuite Authentication Dialog

E} IO Software

SecureSulte

Wcrrkstatmn

3)

Enter your password.
Cancel |
User name: ISUE Optiong »» |

xxxxxxxxxx

Pazsword: I

Figure 5: SecureSuite Authentication Dialog

Authentication Methods

An authentication method is a way of proving your identity. Typing a password is
a common, but relatively insecure and inconvenient authentication method.
Biometric methods, such as scanning your fingerprint, are more secure and
convenient (it is hard to forget your finger!). Other methods, such as smart cards
and USB tokens, are also more secure than passwords and offer other
advantages, such as the ability to store data.

With SecureSuite installed on your system, you may have one or more
authentication methods associated with your account. For example, Sue might
use fingerprint authentication, while Bob uses only a password, and Carl has the
option to use either one. The system administrator is responsible for deciding
what authentication methods are assigned you.
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Verification vs. Identification

In order to understand SecureSuite’s authentication dialog, you must first
understand the difference between verification and identification.

e Verification answers the question: “Are you who you say you are?”

e Identification answers the question: “Who are you?”

With Sony Puppy fingerprint identity devices, it is necessary to first identify
yourself to the system by typing in your user name. Then SecureSuite performs a
one-to-one verification process to check if you are you.

Multiple Authentication Methods

When more than one authentication method is associated with your user account,
a relationship between them must be defined. This relationship is categorized into
either AND or OR:

e Method 1 AND method 2 (greater security)

e Method 1 OR method 2 (greater convenience)

In the case of OR, only one method’s credential is required in order to successfully
authenticate. The user may choose which method to use each time they log on.
For AND users, all associated authentication method credentials must be supplied
for successful authentication. You supply credentials by entering a password
(secret), inserting a token (put the smart card into its reader), and/or using a
supplied biometric device (allow the device to scan part of you). Credentials are
automatically detected. If more credentials are required, SecureSuite will prompt
you for the next required authentication step. Credentials can generally be
supplied in any order. However, users may specify in what order they would like
to be prompted to use their enrolled authentication method.
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The Authentication Dialog
To authenticate using a password:

When accessing a secured resource on a SecureSuite-protected system, the
SecureSuite Authentication dialog will appear. To log on to your system
using a password, type your user name in the User name text box and your
password in the Password text box.

(Optional) Click Options to change the Log on to location to something other
than the default local machine (this computer) or network domain server. You can
also select the Authentication Details check box to view additional
authentication instructions. Select the Log on using dial-up connection
check box to log on to your system or domain by using a RAS connection. (For
more information on RAS please consult your Windows Help system. For more
information on RAS support in SecureSuite, please consult the SecureSuite
Release Notes and SecureSuite Administrator's Guide).

Click OK or press Enter when you are done. If your password is correct, you will
be successfully authenticated and logged on to the system.

To authenticate using a biometric device for verification (we use
the fingerprint method as an example):

1. Type your user name in the User name text box.

2. (Optional) Select the domain you wish to log on to, via the
Options button.

3. Place your fingerprint on the fingerprint device’s scanning
mechanism.  SecureSuite will automatically detect the
presence of your finger on the device, sample your
fingerprint, and submit it for verification against the stored
set of fingerprints created during user enrollment.

4. If your fingerprint sufficiently matches your stored fingerprint

template, you will automatically be logged on to the target
domain.
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Figure 6: Multiple Authentication Methods, Password and Fingerprint

Like Windows, SecureSuite retains the last user name of the last user that logged
on, and the domain to which that user logged on. On subsequent system boots,
this information automatically appears in the SecureSuite Authentication

dialog.
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SecureSuite Icons and the Welcome Screen

SecureSuite Icons

Once you have logged on, SecureSuite will automatically place an icon in the
Windows system tray, from which you can quickly access product information,
help files, and your user settings. If you are an administrator, you will also be able
to access the SecureSuite User Manager and the SecureSuite System
Settings dialog (on Windows 2000). |If enabled when SecureSuite was
installed, a SecureSuite shortcut group icon will also appear on your desktop. This
icon will allow you to access SecureSuite tools and references including the
SecureSuite XS Workstation Guide and the My SecureSuite Settings dialog.

. WD Software

SecureSuite’

5 Wiarkstation

Hogisier Sorusesule Walcom fo SecureSuite. the most
AT e secaty softeans
Mange Uceia package for your persondl computer

Ewl In o Deskion Seloct an option on the laft to begin:

SecureSuite
system tray icon

SecureSuite program group
shortcut

aistont] | 7] 8 %3 05 | |[Welearoeto Secsmmiste [D]

Figure 7: SecureSuite Icons and Welcome Screen
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The SecureSuite Welcome Screen

The SecureSuite Welcome Screen will also appear. From this screen, you
can register your SecureSuite software, view your user settings, or exit to the
desktop.

Register SecureSuite: Select this tab to register SecureSuite in order to
take advantage of product update notifications and technical support. Your
Internet connection must be active in order to register SecureSuite.

My SecureSuite Settings: Select this tab to view your user account
properties. You can view and manage your profile, authentication methods,
secured applications, web sites and applications you have registered with
SecureSession, policies, and secured files and folders.

Exit to the Desktop: Select this tab to close the Welcome Screen.

Deselect the Show this dialog at startup check box if you do not want
the Welcome Screen to appear each time you log on.
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Using the SecureSuite Help System
Use the SecureSuite Help system to get help on specific topics or dialogs.

From the Start menu, select Programs, SecureSuite, and click
SecureSuite Help to open SecureSuite’s Help system. You can also access
Help via the SecureSuite icon in your Windows system tray or on your desktop.

Context-sensitive help topics are available by pressing the F1 key while using a
SecureSuite dialog, or clicking the Help button in SecureSuite dialogs. When you
use the What's This help button (represented by a question mark, located on the
title bar of SecureSuite dialogs), context-sensitive popups will appear, giving brief
descriptions of specific items (buttons, text boxes, drop-down lists, etc.).

One-Touch Logon

Some authentication methods and devices allow you to log on without pressing
any keys — for example by touching a fingerprint sensor or inserting a smart card.
To use one-touch logon you must be enrolled with a supported authentication
method and the authentication device must be present and in working condition on
the system.
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Workstation Security

SecureSuite allows you to protect your computer and its contents when you are
away from your desk.

Locking Your Workstation

To lock your workstation:

° Click the SecureSuite icon in the Windows system tray
and select Lock Workstation.

-OR -

. Press Ctrl + Alt + Delete to launch the SecureSuite
Logon To Windows dialog and click the Lock

Camputer button.

Unlocking Your Workstation

To unlock your workstation:

° Press Ctrl + Alt + Delete to launch the SecureSuite
Logon To Windows dialog.

Your workstation will be unlocked after successful
authentication, and your desktop will be in the same state that it
was in when you locked your computer. Only the user who
locked the workstation or a system administrator can unlock the
workstation.

SecureSuite XS Workstation Guide 34



Chapter 6: Account Management

Chapter 6: Account Management

My SecureSuite Settings

My SecureSuite Settings is a SecureSuite tool that you can use to view and
modify your SecureSuite account properties. From the My SecureSuite
Settings dialog, you can:

e Select and enroll authentication methods (if an administrator has granted you
permission)

e View and modify your user-level security policies

e Manage your SecureSuite application information and associated user-level
policies

To Access My SecureSuite Settings:

1. From the Start menu, select Programs, SecureSuite,
and click My SecureSuite Settings.

2. Authenticate if required. Your User Properties dialog
appears.

-OR -

1. Click the SecureSuite system tray icon and select My
SecureSuite Settings.

2. Authenticate if required. Your User Properties dialog
appears.

E Note: “My SecureSuite Settings” and “User Properties” are synonymous.
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User Properties — SecureSuite Policies

SecureSuite’s behavior is determined by a number of policies, which are typically

set by a system administrator.
policies separately for each user.

Administrators can configure many of these
Users can set some of their own policies.

Which policies may and may not be modified by each user depends on the
configuration options made available to each user by a system administrator. Only
users who are members of the administrator group or equivalent user group can at

all times modify these policies.

SecureSessionfApps | SecureSession|E | SecureFolder
General SecureSuite Policies Authentication Methads
Policy I Current Setting I E flective Setting I
B4 xef to update authentication credential:  Enabled E nabled
@, Randomize domain pazsword Dizabled Dizabled
@, Cache authentication credentials Enabled Enabled
@ Allovs user to add/removedennoll authenticatio..  Disabled Enabled
QK. Cancel | Help

Figure 8: User Properties, SecureSuite Policies
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SecureSuite allows users to verify their identities using one or more authentication
methods. A user’s associated (enrolled) authentication methods are listed in the
Authentication Methods tab of their User Properties dialog.

User Properties

SecureSeszsion/Apps

General I

The list below shows the methods and devices that thiz uger iz curently configured to
authenticate with. Method priority iz determined by how they appear in the list with the top
being of the highest prionty and the bottom being of the lowest priority,

Authentication methods and devices selected for this user, in order of preference.

I SecureS ession/|E

SecureSuite Policies

Authentication Methods

SecureFolder |

E% Fazsword

{Q OR

= @ Fingerprint

E% Fingerprint bio-tok
i [ Sorw Corp. FIL-FI0

En;

'i?‘—_% Standard Fassword

(@) Somy Corp. FIU-600

Femaye Enrollment...

Bropentes...

o] |

oK

Catcel | Help |

Figure 9: User Properties, Authentication Methods

The Authentication Methods tab of your User Properties dialog lists
methods and associated devices with which you are currently enrolled. The only
functionality you have access to is to re-enroll yourself with a selected
authentication method. For example, you may change your password, or rescan

your fingerprint or iris.

If more than one method is listed, a method relationship icon appears between the
methods. Only administrators can change the method relationship. As mentioned
above, if AND is specified, then all enrolled authentication methods must be
satisfied in order to consider a user authenticated. If ORis specified as the method
relationship, then you can choose which method to use each time you

authenticate.
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User Properties — SecureSession Policies

SecureSession is divided into two separate applications: SecureSession for
Applications, and SecureSession for Internet Explorer. Both applications allow
you to store text-based information that you need to enter often, and have
SecureSuite enter the text for you. The following discussion refers to
SecureSession in general since the information pertains to both applications. The
SecureSession tab of your User Properties dialog allows you to manage
your stored SecureSession data. This data typically consists of a user name and
password, which are required to access an application or web site. The act of
registering an application window or web form with SecureSession is called
“account registration”. SecureSession provides default descriptions based on
application names, web site URLs, or window titles, but you can enter your own
description for each account. The registration date and time are shown following
the description.

e Use the Cut, Copy, and Paste buttons to relocate or duplicate stored
information.

e To change the description of a registered SecureSession account, select the
account and click the Rename button.

e To remove a registered account, select it and click the Delete button.
SecureSession will no longer provide this set of information for that
application window or web site.

User Properties

General | SecureSuite Policies | Authentication Methods
SecureSession/Apps | SecureSession/|E I SecureFolder

The list below shows the applications that you have registered for uze with SecureSession.

=] ' This Computer Cut

= Q Applications
B F0UITLO0K EXE - User Name _ Lo |

@ My Pazsword 8/9/2002 B:49 PM Easte

=1 8 Domain [HPDOMAIN] —_—

= Q Applications ﬂ
= 4@ DUTLOOK.EXE - User Name Delete
Q My Pazzword 8/3/2002 6:49 P
Fd ore [rfo |
User Policies
Hat Keys

— General Setting:

[ Tum off SecureSession for this application window.

v Display the 5 ecureSession Logon helper window even time a registered application
window iz opened.

ak I Cancel | Help

Figure 10: User Properties, SecureSession/Apps
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Changing User-Level Policy Settings

Click the User Policies button in the SecureSession tab of your User
Properties dialog to bring up the SecureSession User Policies dialog.
From this dialog, you can set general user-level application policies, which can
override account-specific (web site-specific or application-specific) policies.

To set user-level SecureSession policies:

1. From the Start menu, select Programs, SecureSuite,
and click My SecureSuite Settings.

2. Select the SecureSession/IE or SecureSession/Apps
tab.

3. Click the User Policies button. A SecureSession
User Policies dialog appears.

4. Double-click a policy to modify its setting.
5. After setting the policy, click OK

6. When you are finished setting policies, click the Close
button in the SecureSession User Policies dialog.

SecureSession User Policies ﬂ
Palicy | Current Setting | Effective Setting | Lloze I
pply one-touch user logon Enabled Enabled
@,Hequire authentication before supplving web page information Site Defined Site Defined
@, Require authentication when regiztering pages Dizabled Dizabled
@, Require authentication when managing registered page information Enabled Enabled
%Automatically submit registered page information Enabled Enabled

Figure 11: SecureSession User-Level Policies
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Modifying Individual SecureSession Account Information

To access information for a particular registered web form or
application window:

1. From the Start menu, select Programs, SecureSuite,
and click My SecureSuite Settings. Your
Properties dialog appears.

2. Select the SecureSession/Apps or SecureSession/IE
tab.

3. Select the SecureSession account, and click the More
Info button. All of the relevant registered information will
be displayed in a SecureSession Information dialog.

Securesession - Application Window Information

d.

Diescription: |L|ntit|eu:| - Hotepad - notepad. exe Lpply

Title |L| mtitled - Matepad

Cloze

Application |nu:utepad.e:-ce

Help |
Regstered Data:
Data | Pz |
— 1

SecureSeszszion Policies:

Palicy | Current Setting | Effective Sefting |
@, Require authentication before supplying application inf...  Enabled Enabled
@, Require authentication when managing registered appl... Enabled Enabled
@,.-“-‘-.uI:l:umal:icall_l,I submit registered application information Enabled Enabled

Figure 12: SecureSession/Apps, Application Window Information
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If you change any information for a web site or application that you have registered
with SecureSession, you will also need to update the information with
SecureSession so that the correct information is provided.

To modify your stored information for an individual
SecureSession account:

1. Open the appropriate SecureSession Information
dialog (see previous instruction).

2. Make sure that the check box next to the data you are
modifying is not selected, so that the data is not hidden.

3. Select the data by clicking it once. Then click the data
again (i.e., click the data itself twice slowly). A cursor
appears in the text field.

4. Type your new information, and then press Enter on your
keyboard.

5. Select the check box next to the data if you want the
information to be hidden.

6. Click the Apply button to save that data.

From the SecureSession Information dialog, you can also configure the

account-specific policies for this SecureSession account. This procedure is
discussed below.
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Changing policies for an individual application window or web site

The account-level policies for SecureSession are similar to the user-level
SecureSession policies (with the exclusion of Require authentication when

registering applications) and can be configured in the same way.

To set account-level policies for SecureSession:

1. From the Start menu, select Programs, SecureSuite,
and click My SecureSuite Settings. Your User
Properties dialog appears. A SecureSession
Information dialog appears.

2. Select the SecureSession/IE or SecureSession/Apps
tab.

3. Select the SecureSession account (either a specific web

form or a specific application window) for which you want to
modify policy settings, and click the More Info button.

4. Click the Advanced button to view the account-specific
policies.

5. Double-click the policy you wish to change for this
application window or web site.

6. After setting the policy, click OK

7. When you are finished setting policies, click the Close
button in the SecureSession Information dialog.

SecureSession - Web Site Information

‘wWeh Site:  JPassport.com Al

Cloze
Feqistered Data:

Reqistered Data I Help

A

<< Advanced

SecureSession Policies:

Policy | Curent Setting | Effective Setting |
@ Fiequire authentication before supplying web page info... Dizabled Dizabled
% Fiequire authentication when managing registered pag...  Dizabled Enabled
%f-\utumaticall}l zubmit reqistered page information Enabled Enabled

Figure 13: Account-Specific SecureSession Policies
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User Properties — SecureFolder Policies

To set user-level SecureFolder policies:

1. From the Start menu, select Programs, SecureSuite,
and click My SecureSuite Settings. Your User
Properties dialog appears.

2. Select the SecureFolder tab.

3. Double-click a policy to modify its setting.

4. After setting the policy, click OK

User Properties

General SecureSuite Palicies Authentication Methods |
SecureSession/hpps I SecureSession/|E SecureFolder

SecureFolder user policy settings:

Palicy Current Setting | Effective Settingl

quire authentication when copying, deleting, mo... JAEEEEN] Enabled
@ Enable emergency recoveny of secured filez and fo...  Enabled Enabled
% Require authentication when viewing share inform...  Enabled Enabled
‘% Require authentication when zecuring files or folders  Dizabled Dizabled
‘% Require authentication before opening secured file..  Enabled Enabled

— General Settings

¥ Prompt for key storage location if user is associated with a storage device.

Becoverny Pasephrase...

Ok I Cancel Help

Figure 14: User Properties, SecureFolder
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Chapter 7: System Administration

Administering SecureSuite on Windows 2000 and XP

Professional

The SecureSuite User Manager on Microsoft Windows 2000 and Windows
XP Professional is a Microsoft Management Console (MMC) snap-in, which
enables management of authentication processes for all workstations and users
from the same application that was used for user management prior to installing

SecureSuite.

SecureSuite User Manager

To access the SecureSuite User Manager on Windows
2000 and XP Professional:

° From the Start menu, select Programs, SecureSuite,

and click SecureSuite User Manager.

#% Local Users and Groups

J&ctinn Wig H@-}||X||§

=10l x|

Tree I Mame

| Full MName | Description

Local Users and Groups (Local)
a Users
i [7] Eroups

‘%Guest
@Sue

<

rniniskrakar

Built-in account For administering the computer fdomain
Built-in account For guest access ko the computer /domain
Susan Brooks  Engineer

Figure 15: SecureSuite User Manager for Windows 2000

Note: A SecureSuite user can access their User Properties dialog

ﬁ without authenticating. However,

they will see only Windows-related

properties, which were accessible before SecureSuite was installed.
In order to view SecureSuite-related user properties, an

administrator must be logged.

SecureSuite XS Workstation Guide

44



Chapter 7: System Administration

Creating a New User Account

=7 Note: During this process, you must enter a password for each user
even 1f a password is not one of the selected methods of
verification. This is a requirement for Windows.

To create a new SecureSuite user account on Windows 2000
and XP Pro:

1. From the Start menu, select Programs, SecureSuite,
and click SecureSuite User Manager. The Local
Users and Groups dialog appears.

2. From the Action menu, select New User. The New User
dialog appears.

3. Enter the User Name (required), Full Name (optional) and
a Description (optional) for this user. Enter and confirm
the new user’'s password. Select whether or not the user
must change or cannot change the password, as well as if
the password expires after initial logon or if the account will
initially be disabled. Click Next.

Important: Please note that when you are setting up a new user, you must enter

0 a password for the user, even if the user will not use the password method.
However, you may leave the password blank, which assigns a blank password to
the user. In this case, though, fingerprint authentication will not provide security to
this user account. If you are working with an existing user, you will probably
already have a password, and will not need to enter a new one.
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] 2] x|
User name: ISUE
Eull narne: ISusan Brooks
Description: IEnginEer
Pazaward: I ********

xxxxxxxx

LCanfirm pazsward: I

W Uzer must change pazswaord at next logoré

[T Wzer cannat change password
™| Pazsword never expires
[ Account is disabled

MHext = I Cloze

Figure 16: New User Account, Microsoft Windows 2000

4. The User Authentication Methods dialog appears. If
another method of authentication is selected, a device-
specific enrollment wizard will guide you through the
enrollment process. For more information, see the Adding
Additional Methods of Authentication to a User Account
section below.

5. Click OK.
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Administering SecureSuite on Windows XP Home

After SecureSuite installation, all users are converted to SecureSuite users. This
conversion process does not affect a user's Windows account profile in any way—
it simply involves setting up and initializing a user’s profile in the SecureSuite
database. All authentication methods (except the password method, which is
installed by default and cannot be removed) must be installed either during
installation, later by re-running the SecureSuite installer (Setup.exe) or via the
Add/Remove application in the Windows control panel (select the Modify option).
After an authentication method is installed, any associated devices that will be
used on your system must also be installed. Only administrators can install and
remove authentication methods and associated devices.

SecureSuite User Manager

The SecureSuite User Manager allows administrators to manage many
aspects of user accounts including SecureSuite functionality, applications, and
authentication methods and devices. From the User Manager, an administrator
can add new user accounts to the system, change a current user's properties, add
authentication methods and devices, and change a user's access privileges.

p=o Note: User management functionality is available in both the

Q SecureSuite User Manager and the native Windows User Manager, but
for ease of use, only SecureSuite related functionality is available
in the SecureSuite User Manager. Refer to your Windows documentation
for more information on the native Windows User Manager.
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To access the SecureSuite User Manager on Windows XP
Home:

1. Click the Start button, select Programs, SecureSuite
and click SecureSuite User Manager.

2. Type the user name and password of a SecureSuite
administrator when the SecureSuite Authentication
dialog appears.

ES SecureSuite User Manager - WDEYLAB15 (This Computer)
User Yiew Ophkions  Help

Methods | User Name Full Name Description

£ Administrator Built-in account for administering the computer fdomain

=5 Guest Built-in account for guest access to the computer/domain
& HelpAssistant Remote Deskinp Help Ass... Account for Providing Remote Assistance

=5 Sue Susan Brooks Enginesr

=2 SUPPORT _388945a0 CH=Microsoft Corporation... This s a vendor's account for the Help and Support Service

Figure 17: SecureSuite User Manager for Windows XP Home
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Creating a New User Account

To create a new SecureSuite user account on Windows XP
Home:

1. From the Start menu, select Programs, SecureSuite,
and click SecureSuite User Manager.

2. Type the user name and password of a SecureSuite
administrator when the SecureSuite Authentication

dialog appears.

3. From the User menu, select New User. The New User
Enrollment Wizard appears. Click Next to begin the
enrollment process.

Hew User, Enrollment Wizard

Welcome to the New User Enrollment
Wizard

Thiz wizard will help you create a new uzer, assign the
uszer a pazzword, and select the uzer's permiszions and
authentication methods.

To continue, click Mext.

Cancel

Figure 18: New Enrollment Wizard, Welcome Screen
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4. Enter the User Name (required), Full Name (optional)
and a Description (optional) for this user and click Next.

New User Enrollment Wizard

User Information

Enter the information in the fields below.

Enter the uger name, full name, and a brief dezcription for thiz uzer in the appropriate

fields below.
User name: |Sue
Full narne: |Susan Brooks
L escription: |Engineer

Cancel

< Back

Figure 19: New User Enrollment Screen, User Information Screen

Table 2: User Information Description

Option Description
User name Identifies the user account (required).
Full name The user's complete name. It is a good idea to

establish a standard for entering full names so that
they always begin with either the first name (Louise
G. Morgan) or the last name (Morgan, Louise G.).
This field may be left blank.

Description The description can be any text describing the user
account or the user. This field may be left blank.
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5. Use the Add and Remowve buttons to select group
memberships for the new user. Click Next when finished.

New User Enrollment Wizard

Group Memberships

NEETS Sue [Suzan Brooks)

Member af;

Select one or more groups for thiz user.

< Add

!

Mat a member of;

Adminiztrators

(3 Guests
(] HelpServicesGroup

Remove »

Cancel

< Back | Mest > |

Figure 20: New Enrollment Screen, Group Memberships

SecureSuite allows administrators to assign a user to one or
multiple standard Windows user groups. The different levels of

group memberships are:

Table 3: Levels of User and Group Memberships

Option

Description

Account Operators

Administrators

Backup Operators

Guests

Replicator

Users

Members can administer domain users and
aroup user accounts.

Members can fully administer the computer /
domain.

Members can bypass file security to back up
files.

Users granted guest access to the computer /
domain.

Supports file replication in a domain.

Ordinary users.
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6. The Completing New User Enrollment Wizard
dialog appears. Click Finish to proceed to the User
Authentication Methods dialog.

Mew User Enrollment Wizard

Completing the New User Enrollment
Wizard

Y'ou have succeszfully completed the Mew User
Enrallment ‘izard,

The uger haz been created and must now add an
authentication method.

To exit the Mew User Enrallment YWwizard, click Finigh.

Cancel

Figure 21: New User Enrollment, Completing Screen

7. In the User Authentication Methods dialog, click the
Add button to add one or more authentication method to the
user account. The Add Authentication Device dialog
appears.

8. Select the appropriate device, listed under the
corresponding authentication method, and click OK
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9. If the password method is assigned to the new user, enter
and confirm the new user’s password. Click OK

Important: Please note that when you are setting up a new user, you must enter

o a password for the user, even if the user will not use the password method.
However, you may leave the password blank, which assigns a blank password to
the user. In this case, though, fingerprint authentication will not provide security to
this user account. If you are working with an existing user, you will probably
already have a password, and will not need to enter a new one.

User Authentication Methods
SRS 1 1 A uthentication Device

C t b ethy
Sl Pleaze select the authentication method and device that vou -
would like to add ko this user from the liztz below:

Aailable Methods and Devices:

I—I---% Password 1
8 Standard Password J

Set Password

Mew Password:

Confirrn Mew Password: | i

| ] 1 Cancel | g

L ]

Figure 22: Add Authentication Method

10. If a different method of authentication is selected, such as
the fingerprint method, a device-specific enrollment wizard
will guide you through the enrollment process. For more
information, see the Adding Additional Methods of
Authentication to a User Account section below.

11. Click OK
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Adding Authentication Methods to a User Account

=2 Note: During this and the following examples, the fingerprint
;If)i authentication method is used for illustration purposes only. Also,

this sample procedure assumes that a system administrator has

previously installed the fingerprint device with SecureSuite.

User License Keys

SecureSuite uses licenses to delegate how many users may employ
authentication methods other than the standard password method (which has no
user limit). SecureSuite includes one User License Key, which enables 5 users to
utilize non-password authentication methods. If there will be more than 5
advanced authentication method users on the system, you will need to add one or
more User License Keys via the SecureSuite License Manager. For more

information on adding user licenses, refer to the SecureSuite License Manager
section in this manual.

Important: Please refer to the Sony® Puppy® installation guide (“Training Your
0 Puppy Unit”) included in your package or on the CD-ROM for specific instructions
on the installation and use of your fingerprint identity device.

To enroll a user with a fingerprint authentication device:

1. From the Start menu, select Programs, SecureSuite,
and click SecureSuite User Manager.

2. Select the user account to which you wish to assign the
fingerprint authentication method. If you are working on
Windows 2000 or XP Professional, select Properties

from the Action menu. For Windows XP Home, select
Properties from the User menu.

3. Type the user name and password of a SecureSuite
administrator when the SecureSuite Authentication

dialog appears. The User Properties dialog appears.

4. Select the Authentication Methods tab and click the
Add button. The Add Authentication Device dialog
appears.

5. Select the fingerprint method and associated fingerprint
device from the Available Methods and Devices list.
Click OK

6. When the Fingerprint Enrollment Wizard appears,

click Next. Select a fingerprint to enroll by clicking its
image with  your  mouse, and click Next.

SecureSuite XS Workstation Guide 54



Chapter 7: System Administration

7. Scan your fingerprint four times (the default number). The
first three times enroll your fingerprint, and the fourth
verifies that the fingerprints sufficiently match for later use in
the verification process. Click Next.

8. Click Finish The User Properties dialog appears.

e Use the Add button to add an additional method of
authentication.

e Use the Remowe button to delete an enrolled method of
authentication.

9. If more than one method has been added, a method priority
icon will appear between each pair of devices in the
Current Methods and Devices list view in the
Authentication Methods tab of this user's
Properties dialog. This icon specifies the relationship
between this user’s authentication devices. Right-click this
icon to choose one of the two following relationships:

e Select AND to require the user to authenticate with all
enrolled methods of verification.

e Select OR to allow the user to choose any one method
of verification each time they authenticate.

10. To specify a method that the user will be prompted to use
first when authenticating, select the method and use the
green method priority arrows on the right side of the
Authentication Methods tab of the User Properties
dialog to move the desired method to the top of the list.
This does not force the user to use this authentication
method or prevent them from using other methods.

11. Click OK when finished.
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Chapter 8: SecureSuite System Settings

System Settings refer to SecureSuite tools that allow administrators to manage
SecureSuite options and policies from one easy-to-use centralized access point.
An administrator can use these tools to view and modify system properties for a
target computer or for a domain. Using the SecureSuite System Settings
or System Properties dialog, administrators can:

e Set system-level policies

e Manage authentication devices

e Manage the local SecureSuite database

e Configure system-level SecureFolder and SecureSession policies

e Set SecureLaunch restrictions for applications for users and groups, and
assign access policies (local machine only)

e Configure the communication settings

E Note: Only members of the Administrators group can access the
SecureSuite System Settings or System Properties dialog in order to
configure system properties.

SecureSuite applications are installed on the local machine only. Therefore, policy
settings and other options configured for SecureSuite applications pertain only to
the local machine. The same is the case for event logging functionality as well as
user- and workstation-specific options such as hot-keys. However, SecureSuite
event logging is integrated with the native event logging available in all versions of
Windows, and the logged event information can be retrieved remotely. See your
Windows documentation for more information on native event logging.
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To use the SecureSuite System Settings dialog on
Windows 2000 and XP Professional:

] From the Start menu, select Programs, SecureSuite,
and click SecureSuite System Settings.

° From this dialog, select the SecureSuite feature that you
want to access from the left pane, and then double-click
an option in the right pane. The SecureSuite functionality
that can be accessed from this dialog is described in the
following sections.

% Securesuite System Settings ;|g|5|
J@ Console  Window  Help J D = n | =l8]=]
J Action  Wieww  Eavorites J o = | | | EX

I Favarites I Application |
@ SecureSuite System Settings %SecureSessiDn for Applications

,Q’h Applications %SecureSessinn for Internet Explarer

€8 Authertication Methods 4 Securel aunch

M Databazes %SecureFDlder

L Policies

"‘E; Comtmunication Settings
"'f'g Logon Settings

Figure 23: SecureSuite System Settings - Windows 2000
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To use the SecureSuite System Properties dialog on
Windows XP Home:

1. From the Start menu, select Programs, SecureSuite,
and click SecureSuite User Manager.

2. From the Options menu, select System Properties.
3. From this dialog, select the appropriate tab to access the
desired functionality. The SecureSuite functionality that can

be accessed from this dialog is described in the following
sections.

System Properties EJ gl

SecureSeszion/Apps ] SecureSeszzionE I Securelaunch ] SecureFolder ]
{ Securesuite Policies I Devices ] D atabase ] Logon Settings ] Communication Settings ]

Puolicy | Current Setting | E ffective Setting |

‘& Allow users to add/remove/enroll authenticati...  Enabled Enabled

‘&.’-‘«Ilnw uszers to update their authentication cred...  Enabled Enabled

@ Always require authentication for administrator ... Enabled Enabled

@ Always require authentication for user taols Enabled Enabled

@ Fandaomize domain passwords for "AND" uzers  Enabled Enabled

‘% Fandaomize domain passwords for all users Uszer Defined Uzer Defined

‘%When logaging an or authenticating, provide au... MNewver Mewer

‘%When logaging an or authenticating, display the... MNewver Mewer

0k Cancel Help

Figure 24: System Properties - Windows XP Home
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System Settings — Policies

The SecureSuite System Settings - Policies dialog allows an
administrator to configure the policy settings for a specific workstation or an entire

domain.

These policies are effective for all users on the target workstation or domain.
Some system-level policies also allow administrators to configure the policy for
Note that system-level policies override user-
level policy settings. See Appendix 3: A Table of SecureSuite Policies for more

individual users at the user level.

information.

To set system-level SecureSuite policies:

1. Double-click the policy that you want to set.
SecureSuite System Policy Setting dialog appears.

2. Select the desired setting, and click OK

'2’ SecuresSuite System Settings

J{} Console  Window  Help

A

=101x]

|0 = E|E | =lEx]

|J Action Wiew  Favarites |J o o= | | | X

Tree I Favorites |

Palic

| Current Setting | Effective Setting

@ SecureSuite System Settings
4& Applications
Authentication Methods
Databases

ies

‘fg Communication Settings
-4y Logon Settings

‘@,When lagging on ot authenticating, display the visual indicator
%When logging on or authenticating, provide audio voice prompts
%Randomize domain passwords For all users

@,Always require authentication for user tools

%.Qlways require authentication For administrator tools
‘@,Randomize domain passwards Far "AND" users

@Allow users bo update their authentication credentials
‘@,Cache user credentials

@Allow users to add/remove/enroll authentication methods and devices  Enabled

1]

Mewver

Mewver

User Defined
Enabled
Enabled
Enabled
Enabled
Enabled

Mever

Mever

User Defined
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

Figure 25: System Settings — Policies
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System Settings — Authentication Methods

The System Settings - Authentication Methods dialog allows a
SecureSuite administrator to install, configure, and uninstall any authentication
device supported by SecureSuite. Devices must be “added” to SecureSuite after
they and their associated methods are installed on a system or domain. This
security feature prevents users from replacing, or altering the configuration of
available devices and their associated authentication methods (e.g., it prevents
hackers from acquiring their own tokens and then configuring them for
SecureSuite authentication). There are two ways to add a device to your system.
The first is called “in-lining” and refers to the fact that during user enroliment, the
device setup is combined with user enrollment using a single wizard (for more
information, refer to the Adding Authentication Methods to a User Account section
in this manual); the second is outlined below.

“¢ SecureSuite System Settings [Z][E|E|
@ File=  Action iew Favorites  ‘Window  Help ;@5
& zal EX
Securesuite Syskem Settings Devices |
% Applications F)Sony Corp. FIL-900 {(9000234)
- #uthentication Methods B Sony Corp. FIL-710 (4001562)

Fingerprint bio-token
mE Passwiord

41 Databases

"’E; Communication Settings
"’f‘g Logaon Setkings

Figure 26: System Settings — Authentication Methods
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Managing Authentication Devices on Windows 2000 and XP Professional

was previously installed with SecureSuite. For information on
installing an OEM device module, refer to the Installing OEM Device
Modules section in Chapter 12 of this manual.

;Ii} Note: The following instructions assume that the OEM’s device module

To add an authentication device to your system:

1. Since you have already installed the OEM device module,
the method will be listed in the left pane of the System
Settings - Authentication Methods dialog. Right-
click the method under which the device that you want to
add is categorized, and select Add Device from the menu
that appears. The Add Authentication Device dialog
appears, listing the installed authentication methods and
associated devices that SecureSuite has detected, but
which are currently not in use.

2. Select the authentication device you wish to add, and click
OK The authentication device you selected will now be
available in the right pane of the System Settings -
Authentication Methods dialog.

To view or change the settings for an installed device:

. Right-click the device, and select Properties. (This is
not available for all devices.)

To remove a device from your system:

o Right-click the device you wish to remove, and select
Remove Device.

Important: Please refer to the Sony® Puppy® installation guide (“Training Your
Puppy Unit”) included in your package or on the CD-ROM for specific instructions
on the installation and use of your fingerprint identity device.
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System Settings — Database

The SecureSuite database stores SecureSuite user data, settings for SecureSuite
policies, and other program information for the local machine only.

The SecureSuite System Settings - Database dialog allows
administrators to view and edit local SecureSuite database options, including the
database backup schedule. Normally, there will be no need to change the default
settings.

Note: We strongly suggest that you are familiar with Microsoft
Windows domain models and basic networking principles before
configuring your system’s database.

SecureSuite Database Properties 2 x|

Databaze

Local databaze backup

1. At 1011 Ak every day, starting 8/6/2002 Hew

Start time:

1011 &M = ey [ 1 Hdais BacklUp | _ Deeie |

0k I Cancel Help

Figure 27: System Settings - Database
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Local Database Backup - Setup and Operation
To create a schedule for automatic backup of your local
database:

1. In the Start Time box, click the up and down arrows to
select the local database backup start time.

2. In the Every...Day (s) box, click the up and down arrows
to select the frequency of the local database backup.

3. Click New to set the start time and duration of the new local
database backup schedule.

automatically set the current time as the start time with everyday

B Note: Clicking New before specifying a start time or frequency will
set as the frequency.

To perform a manual back up of your local database:

. Click Back Up Now to manually initiate local database
backup.
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System Settings — SecureFolder

Policies for SecureFolder can be configured from the SecureSuite System
Settings — SecureFolder dialog.

To set system-level SecureFolder policies:

1. Double-click the policy that you want to set. A
SecureFolder Application Policy Setting dialog

appears.

2. Select the desired setting, and click OK

SecureFolder Properties 2l

SecureFolder

SecureFolder administrator policy settings:

| Current Setting |
: User Defined
@ Require authentication far all SecureFalder operations Uszer Defined

P

0K, I Cancel | Help

Figure 28: System Settings — SecureFolder

System Settings — SecureLaunch

SecureLaunch allows SecureSuite administrators to restrict access to most
Windows applications. Access may be granted or denied to each individual user
or group. For more information on securing Windows applications, refer to
Chapter 11: SecureLaunch.
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System Settings — SecureSession for Applications
Policies for SecureSession for Applications can be configured from the
SecureSuite System Settings — SecureSession/Apps dialog.

To set the system-level SecureSession for Applications policy:

1. Double-click the policy that you want to set. The
SecureSession for Apps Application Policy
Setting dialog appears.

2. Select the desired setting, and click OK

System Settings — SecureSession for Internet Explorer

Policies for SecureSession for Internet Explorer can be configured from the
SecureSuite System Settings — SecureSession/IE dialog.

To set the system-level SecureSession for Internet Explorer
policy:

1. Double-click the policy that you want to set. The
SecureSession/IE Application Policy Setting
dialog appears.

2. Select the desired setting, and click OK

SecureSession for Internet Explorer Properties e |

SecureSession/|E

Falicy | Current Setting |
@Hequile authertication for all SecureSession/|lE operations User Defined

Qg I Cancel | Help

Figure 29: System Settings - SecureSession/IE
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System Settings — Communication Settings

An administrator can configure the communication settings in order to ensure
proper communication between a server and its clients. This is necessary when
the server is protected by a firewall that uses Network Address Translation (NAT)
or a similar mechanism and one or more client machines are outside of the
firewall. From the SecureSuite System Settings - Communication
Settings dialog, a SecureSuite administrator can specify which ports and IP
addresses will be used for client/server communication, as well as set the
SecureSuite timeouts.

Communication Settings Properties illl

i Communication 5 ettings I

— Server Port Setlings Yirtual IF

Part 1: [TCP) 1343

:

r— Timeouts

Ping Tireout [sec):

Dizcoven Timeout [sec)

— RPC Port Settings
Part 1: 130

i

Fort 2: 13

0k I Cancel Help

Figure 30: System Settings - Communication Settings
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Port Settings

Changing a port from 0 (which allows the use of any available port) to another port
allows SecureSuite to function over a firewall or similar security component.

The Server TCP Port Setting allows an administrator to specify which TCP
port the server will use to receive messages from client machines during the ping
process.

The RPC Port Settings allow an administrator to specify which ports will be
used in order to ensure proper RPC communication. Port 1 specifies which port
the client machine will use to call CSS functions from the server. Port 2
specifies which port the client machine will use to call LAS functions from the
server.

Timeouts

The Ping Timeout value specifies the amount of time (in seconds) that a client
machine will wait for a response from the server during the ping process. For
example, if this is set at 10 seconds, then when the client is attempting to ping the
server, the client machine will wait for 10 seconds before returning a message
stating that the server could not be found. Increasing this setting will allow the
client machine more time to wait for a response from the server.

The Discovery Timeout value specifies how long a client will search for the
server during the discovery process. If a domain is a LAN (as opposed to a WAN),
this value can be as little as 5 to 10 seconds. For more geographically abundant

networks, the default value should be left as is, or increased if you are having
problems with clients detecting available SecureSuite servers.

Virtual IP
When the server is protected by a firewall and one or more client machines are

outside of the firewall, it may be necessary to specify the server's IP address in
order to ensure successful communication. The Virtual IP setting allows an

administrator to specify the IP address.
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Chapter 9: SecureSession

SecureSession consists of two different applications (related in their basic
functionality):

e SecureSession for Applications (SecureSession/Apps) stores passwords
and other text-based information for Windows applications.

e SecureSession for Internet Explorer (SecureSession/IE) stores passwords
and user information for web sites.

SecureSession will remember user names and passwords for application windows
or web sites. The process of having SecureSession remember information is
known as ‘“registration”. Once an application or web site is registered with
SecureSession, whenever the application is executed again or the web site is
revisited, SecureSession will automatically recognize the application or web site.
Clicking a button will cause SecureSession to fill in your stored information (upon
authentication, if required). Each application window or web site you register with
SecureSession can contain unique information. The text you submit in a
SecureSession Registration dialog is directly related to that application or
web site, and is exclusive to each.

For both SecureSession for Applications and SecureSession for Internet Explorer,
there are three account-specific (application window-specific or web site-specific)
policies, which can be set exclusively for each application window and web site.
These are available in the Registration and More Info dialogs. There are
four user-specific policies, which are available in your User Properties dialog.
User-level policies override account-specific policies when set as enabled. If the
user-level policies are disabled, then the account-specific policies will determine
the effective settings. SecureSession for Applications and SecureSession for
Internet Explorer policies defined at the system level always supersede user-level
and account-level policy settings. If the system-level policies are enabled, they
take precedence. If they are set as User Defined then the user-specific and
the account-specific policies will determine the effective settings.

] Note: SecureSession data is available only for the user who is
currently logged on.
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SecureSession for Applications
SecureSession for Applications remembers passwords and other text-based
information that you would normally type into Windows dialog boxes, and submits
them for you. Each of your application accounts is unique. Therefore, you must
follow the registration procedure individually for each application window that you
wish to access with SecureSession.
The SecureSession for Applications system tray icon is located in the
Windows system tray. This icon allows you to access most SecureSession for
Applications functionality, including:

e Register an application window with SecureSession for Applications

e Update or remove registered information

e Access the Logon Helper window in the event that it has been disabled

e Access and modify your SecureSession for Applications information

e Generate a password for your SecureSession accounts
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Registering an Application

To register an application window with SecureSession for
Applications:

1. Click the SecureSession for Applications button
and select Register from the menu that appears. The
SecureSession - Window Registration dialog
appears. Click More to view detailed information about the

application window you are registering. The data you
entered in the target window is automatically listed in the
Control Data field of the SecureSession Window

Registration dialog.

e | le
= Renqister

User Mame: I Sue Update

Domain Mame: I Testing Remove
Password: I hekrkeokabohk Securesession Info

Generate Password

(a4 Cancel | Change Password:= T

Figure 31: Registering your Application Window with SecureSession

% ]| Note: SecureSession will only register those application windows
that do not belong to SecureSuite and contain at least one text box.
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2. Confirm that you want to register your information by
clicking Yes.

SecureSession - Window Registration ﬂ

Do you want SecureSession to remember the information
wou entered in thiz window'?

Tez | Mo I <4 Mome Help |

[ Tumn off SecureSession for thiz window.

Window Title:  Enter Pazswaord

Application: OUTLOOK.EXE

Cantral D ata:
Data | Pos |
Osue 1
O TESTING 2
AREARERREL 3

Figure 32: SecureSession - Window Registration

Note: You have the ability to turn off SecureSession for this

If you select the Turn off SecureSession for
this window check box, SecureSession will not automatically display
the Logon Helper window (which allows you to have your information
entered by SecureSession) when you open this application window in
the future. SecureSession will still store your information, but you
will have click the SecureSession for Applications button and select
the Logon Helper option in order to have your information submitted.

application window.
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3. After registering the application, you are prompted to enter
a description and select a storage location for the registered
information. Depending on your system configuration, you
may have one or more options for the storage of your
registered information. Your local machine is always an
option. If your machine is a member of a domain, you will
have the option of storing your information on the domain.
Additionally, if you have enrolled any authentication device
that is capable of storing data, then that device will be listed
as a possible location for information storage. For more
information, please refer to the SecureSuite XS
Administrator’s Guide, or contact your system administrator.
The choice of where to store the registered application
information should be carefully considered.

e Choose This Coamputer to store the information on

your local machine. The information will only be
available when working on that workstation.

e Choose Domain to store the information on your server.

The data will be available to you from any SecureSuite-
enabled workstation on the domain.

e If you choose to store the information on a portable
authentication device, you can take the information with
you wherever you go. As long as SecureSuite and the
device’s corresponding authentication method are
installed on a machine, you will be able retrieve the
information from the device on that machine for use by
SecureSession.
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4. Click the Advanced button to view and modify the policies
for the window being registered. Double-click a policy to

modify its  setting. The SecureSession for
Applications Window Policy Setting dialog
appears.

Securebession - Registration ﬂ
e Specify a description for this window and the location or
W& locations to store this information on.,
- Cancel |
Description;
IM_I,J Metwork, Pazzword Help |

Store credentialz on:

This Computer [TESTING]

<< Advanced |

Effective Policies:

Policy | Curent Seti... | Effective Setti...
eqguire authentication before submitting ac...  Authenticat..  User Defined
‘@ Require authentication when manaaing regiz... Enabled Jzer Defined
‘@.&utomaticall}l fill in regiztered application info...  Enabled Jzer Defined
4| | =]

Figure 33: SecureSession/Apps Window Registration

5. Make the desired changes and click OK For more

information on individual policy settings refer to the

Managing SecureSession/Apps section in Chapter 3 of this
manual.

6. The SecureSession - Registration Successful

dialog appears. Click OK to complete the SecureSession
application window registration process.
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Activating SecureSession for Applications

Every time you return to a registered application window, the Logon Helper
window will appear to automatically enter your registered information.

To have SecureSession provide your registered information:

1. Open the registered application. The Logon Helper
window appears.

2. Select the description for the information that you want
SecureSession to submit for you. (You also have the option
of turning SecureSession off for this application window or
deactivating the Login Helper window. You may also
delete a stored data set for this application by selecting that
data set, and then selecting Remowve from the same drop-
down list.)

3. Click OK and SecureSession will fill in your registered
information. If you have the Automatically submit
registered application information policy set as
enabled, then when you click OK you will not have to do
anything else in order to submit your information to the
application. If this policy is disabled, then you will have to
manually submit the information (by clicking a button in the
application window, pressing Enter on your keyboard, etc.)
once SecureSession fills it in.

SecureSession |

Application Window

My Metwark, Paszward j

Remove...
My Metwaork Password

zelect & dezcription above and press OK
oK I Cloge

[~ Tumn off SecweSession for this window.
[ Do not display the helper window.

Figure 34: SecureSession Logon Helper Window
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Editing SecureSession Information

If you need to change your password, user name, or other information for a
registered application, you must also update that information with SecureSession.

To modify registered SecureSession information:

1.

2.

Open the application window you wish to update.

Type your new information in the appropriate fields, as if
you were logging on to the application.

Click the SecureSession for Applications icon in
the Windows system ftray, and select Update. The
SecureSession - Window Registration dialog
appears.

Click Yes to confirm that you want to register the new data.

In the SecureSession dialog that appears, you may
change the storage location for this data, or click the
Advanced button to modify the account-specific policies.

Click OK when finished.

-OR -

1.

From the Start menu, select Programs, SecureSuite,
and click My SecureSuite Settings.

Select the SecureSession/Apps tab.

Select the SecureSession account that you wish to update,
and click the More Info button. A SecureSession -

Application Window Information dialog appears.

Make sure that the check box next to the data you are
changing is deselected so that the data is not hidden.

Click the data once to select it, and then click it again (i.e.,
click the data itself twice slowly). A cursor appears allowing
you to change the stored text.

Click Apply when finished, and then click Close.
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Removing Registered Application Information
If you no longer want SecureSession to remember and provide a certain set of

information, you can remove the stored information for that registered application
window.

To remove SecureSession registration from an application
window:

1. Open the application window for which you wish to remove
registered data.

2. In the drop-down list of the Logon Helper window, select
the description of the data that you want to remove.

3. Click the SecureSession for Applications icon in
the Windows system tray, and select Remowve, or simply
select Remove from the same drop-down list in the
SecureSession Logon Helper window.

4. At the prompt, confirm that you want to remove the
registration by clicking OK
-OR -

1. From the Start menu, select Programs, SecureSuite,
and click My SecureSuite Settings. Your
Properties dialog appears.

2. Select the SecureSession/Apps tab.

3. Select the SecureSession account from which you want to
remove registration and click Delete.

4. Atthe prompt, click OK
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SecureSession for Internet Explorer

SecureSession for Internet Explorer allows you to log on to a web site without
having to type your user name and password. The SecureSession Web Site
Registration dialog is only accessible when SecureSession recognizes that
you are at a web site that requires a password. You will then have the option of
allowing SecureSession to remember the password you entered for the web site.
This gives you the convenience of registering frequently used web sites that
require logon information.

The SecureSession for Internet Explorer button (represented by the
SecureSuite icon) will appear in the Internet Explorer toolbar. This button provides
some additional functionality such as manually launching the Logon Helper
window if it is not automatically launched, as well as editing or removing registered
a user name and/or password.
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Registering a Web Site

To register a web form with SecureSession for Internet
Explorer:

1. When you access a web site that requires a user name and
password combination, log on to the site as normal. The
SecureSession Web Site Registration dialog

appears.

2. Click Yes to allow SecureSession to remember the
username and password you entered for the web site. The
SecureSession — Registration dialog appears.

ﬁ Note: You may disable SecureSession and prevent this dialog from

: reappearing by selecting the Turn off SecureSession for this site
check box. For maximum security, select the Always require
SecureSuite authentication for this web site check box. The next time
you return to this site, SecureSuite will prompt you to authenticate
before allowing the SecureSession Web Site Logon Helper window to
enter your registered information.

nail - More Useful Everyday - Microsoft Internet Explorer x|

View Favorites Tools  Help

= - @ &} | Qsearch [elFavorites (HHistory | B Sh il &
Do pou want SecureSession to remember

| Rtkp: 3. Jaw13, hotrail,passport. comjcgi-binglogin the password you just entered an this web
zite?

M to Hotmail?
H t L] I ® ew to Hotmar Yes | Ho I Help
0 m a ] Sign Up for an E-Mail Account!  (Why Sign Up?)

{and get a MicrosoftiE NET Passport!) [ iTum off SecureSession for this site.;

Web Site Registration

Already have a Hotmail account?

Sign-In Name

|Sue @l hotmail.com 7]

Password

[FETE—— sign 1 | Forget Your Password?
I ! lg_l Problerms Signing In?

Figure 35: SecureSession Web Site Registration
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SecureSession - Regiskration

Specify the location(z) to store the web zite information, ok
az well as the Internet Address truncation level,
=l

login, Ipassport.net = Cancel

Store credentials on:

Thiz Computer [TESTLAB3-2K] Help

£¢ Advanced

Ll

Effective Policies:
Paolicy | Current Setti... | Effective Se... |

equire authentication before supplying web. .. Enabled Enabled
@, Fequire authentication when managing reqgis... Enabled Enabled
@,.&ulomatically submit registered page informa...  Enabled Enabled
1 | +]

[~ Make these policy setings the default.

Figure 36: SecureSession for Internet Explorer Registration

3. Use the up and down arrows next to the text box near the
top of the dialog to specify the level of truncation for the web
site's URL. This allows you to log on to multiple web pages
that use the same logon credentials. For example, you may
have the same user name and password for logging on to
your Hotmail account and your MSN Messenger account.
In this case you would want to truncate the URL so that only
"passport.net" appears in the text box. This signifies that
you use the same user name and password for all
"passport.net" logon pages. As another example, suppose
that you have separate accounts on the same domain, such
as "accounting.company.com" and "mail.company.com"”, for
which you use different user names and/or passwords. You
can increase the truncation level to include "accounting" or
"mail" when registering each of these accounts so that
SecureSession will differentiate between them and provide
the correct logon credentials.

4. Inthe Store credentials on field, select a check box to

specify where you would like the information from your
registered web form to be stored. In addition to your local
computer, you may have the option to store credentials on
your domain as well as some authentication devices.

5. Click the Advanced button to set policies that apply to this
web site only.

6. Click OKto complete the registration process.
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Activating SecureSession for Internet Explorer

Every time you return to a registered web site, the Logon Helper window will
appear.

To have SecureSession provide your registered information:

1. Verify that the correct logon information is selected in the
User Name drop-down list of the Web Site Logon

window.

2. Click Log Onto have SecureSession fill in your information.
As long as the Automatically submit web site
information policy is enabled, you will automatically be

logged in to the web site. If this policy is disabled, you will
need to perform the usual action in order to submit your
information, such as clicking an OK or Submit button.

SecureSession x| SecureSession x|
e Web Site Logon Web Site Logon
Wser e TSR - Lserame[3ue E
ik Passiiord ﬁw
To log on b this web site, To log an to tH #hatanerd@msn. corn
verify the information above and click werify the information above and click
the 'Log on' button, the 'Log on' button,
Logon I Cloze Log on I Cloze |
™ Turm off SecureSession for this site. [ Tum off SecureS ession for this site.
™ Do nat display this window. [ Do mot display this window.

Figure 37: SecureSession Logon Helper Window

B Note: If you wish to turn off this feature, select the Turn off
'~ SecureSession for this site check box. To display the SecureSession
Web Site Logon window again, click the SecureSession button located
on the standard toolbar of Internet Explorer.
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Editing SecureSession Information
If you need to change your password or user name for a registered web site, you
must also update that information with SecureSession.

To modify registered SecureSession information:

1. From the Start menu, select Programs, SecureSuite,
and click My SecureSuite Settings. Your
Properties dialog appears.

2. Select the SecureSession/IE tab.

3. Select the SecureSession account that you wish to update,
and click the More Info button. A SecureSession -

Web Site Information dialog appears.

4. Make sure that the check box next to the data you are
changing is deselected so that the data is not hidden.

5. Click the data once to select it, and then click it again (i.e.,
click the data itself twice slowly). A cursor appears allowing
you to change the stored text.

6. Click Apply when finished, and then click Close.
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Removing Registered Web Site Information

If you no longer want SecureSession to remember and provide a certain set of
information, you can remove that stored information.

To remove SecureSession registration from an application
window:

1. Using Internet Explorer, open the registered web site for
which you wish to remove registered data.

2. From the User Name drop-down list in the Logon Helper
window, click Remove.

3. Click OK to confirm removal of your user name and
password.

4. When the SecureSession Web Site Registration
dialog appears, click Close.

-OR -

1. From the Start menu, select Programs, SecureSuite,
and click My SecureSuite Settings. Your Properties
dialog appears.

2. Select the SecureSession/IE tab.

3. Select the SecureSession account from which you want to
remove registration, and click Delete.

4. Atthe prompt, click OK

If there are no registered web sites remaining for a web site, SecureSession will
display a SecureSession Web Site Registration dialog, notifying you that
SecureSession for Internet Explorer is still active and will attempt to register your
logon information in the future. At this point, you have the option to disable
SecureSession for Internet Explorer for the current web site, which will stop
SecureSession from asking if you would like to register the information when you
revisit this site.
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Chapter 10: SecureFolder

SecureFolder provides a powerful, yet fast and convenient way to protect sensitive
data in secured files, or groups of files in secured folders. Once files or folders are
encrypted, only the owner (the user who initially secured the file or folder) and
users to which the owner has granted permission can view its contents.

Note: You cannot secure files or folders in the Windows or Program
Files directories since modifying their contents can cause your
programs to stop working correctly. More specifically, you cannot
secure the following folders:

e The Windows folder and its
subfolders

The Recycle Bin

e The Desktop folder The SecureSuite folder and its

subfolders

e The Start Menu folder

Any shared folders

e Any root drive A network share

o Other special folders: (Application Data, Cookies, Favorites, Fonts, History,
Temporary Internet Files, NetHood, PrintHood)

Furthermore, to avoid causing system or configuration problems,
SecureFolder will not secure the following types of files:

o i o .bat e .com e .hip e .0CX
e .bpw e .SYys o .inf e .nis e .bdm
e ini e .vxd e .SWp e cpl

Note: Administrators can delete other users’ secured folders, but
cannot view or modify their contents.
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Securing a File or Folder

To secure a file or folder with SecureFolder:
1. Right-click the file or folder, and select Secure.

2. If you are securing a folder, the SecureFolder — Secure
dialog appears, asking if you are sure that you want to
secure the folder. Click Yes to confirm that you want to
encrypt the data. (Select the Do not show this dialog
again check box if you do not want to be prompted for
confirmation when securing files and folders in the future.)
This dialog does not appear when securing files.

3. |If this is the first time that you are securing a file or folder,
and you have not yet specified an emergency recovery
passphrase, the SecureFolder Emergency Recovery
Passphrase dialog appears. See the SecurefFolder
Emergency Recovery Utility section below for more
information.

4. SecureFolder begins an encryption process. A dialog
indicates the progress as the files are encrypted. The
SecureSuite icon will be added to the file or folder icon once
the file or folder has been secured.

must first unsecure the secured files and then secure the folder and

ﬁ Note: You cannot secure a folder that contains secured files. You
all of its content.

Open

Explore

Search. ..

Add to Winamp's Bookrnark lisk
Engueue in Winamp

PFlay in Winamp

Send To

Cut
Copy

Create Shortout
Delete
Rename

Froperties

Securesute

Figure 38: Securing a Folder
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SecureFolder Emergency Recovery Utility

Since SecureFolder manages encryption keys for your files and folders, if
SecureFolder is uninstalled from your system while files or folders are secured, the
encryption keys for those files and folders will be lost. Furthermore, if a user
account is removed from the system while that user has files or folders secured,
the encryption keys for those files and folders will be lost. Therefore,
SecureFolder includes an emergency data recovery utility that uses a passphrase,
which is chosen by the owner. If SecureFolder is uninstalled, or if a user account
with secured files or folders is deleted, the passphrase can be used to decrypt the
data.

Choosing your Emergency Recovery Passphrase

To choose an emergency recovery passphrase:

1. The first time you secure a file or folder, the SecureFolder
Emergency Recovery Passphrase dialog appears.

2. Enter and confirm your passphrase.

3. Click 0K

-OR -

1. From the Start menu, select Programs, SecureSuite,
and click My SecureSuite Settings. Your
Properties dialog appears.

2. Select the SecureFolder tab.

3. Click the Recovery Passphrase button. The
SecureFolder Emergency Recovery Passphrase
dialog appears.

4. Enter and confirm your passphrase.

5. Click 0K
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SecureFolder Emergency Recovery Passphras@djﬁi el

SecureFolders can be recovered in the event that SecureSuite iz

m Y'ou can enter an emergency recovery password or phraze go that your
uninztalled from the system or your account iz deleted from the zpstemn.

Pazzphraze;

Ixxxxxxxx

Confirm Pazzphraze;
Ixxxxxxx:1

[T | Dizable SecureFolder emergeney filefolder recoverny

k. I Cancel Help

Figure 39: SecureFolder Emergency Recovery
Changing your Emergency Recovery Passphrase

To change your emergency recovery passphrase:

1. From the Start menu, select Programs, SecureSuite,
and click My SecureSuite Settings. Your
Properties dialog appears.

2. Select the SecureFolder tab.

3. Click the Recovery Passphrase button. The
SecureFolder Emergency Recovery Passphrase
dialog appears.

4. Enter and confirm your new passphrase.

5. Click 0K

Important: Changing your emergency recovery passphrase does not change the

o passphrase for files and folders that were secured before you changed it.
Whatever emergency recovery passphrase is in effect when a file or folder is
secured will be the passphrase for that file or folder until it is unsecured or deleted.
This means that, if you change your passphrase, you will need to remember your
old passphrase. There is no limit to how many different passphrases you can
have. Since this can be confusing and may lead to the loss of data, it is suggested
that you keep one passphrase at all times. If you need to change your passphrase
for any reason, you should unsecure and re-secure any files and folders. This will
assign the new passphrase to these files and folders.
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Disabling the Emergency Recovery Utility

There are two ways to disable SecureFolder's Emergency Recovery Utility. One
way is to disable it the first time you secure a file or folder by selecting the
Disable SecureFolder emergency recovery check box in the
SecureFolder Emergency Recovery Passphrase dialog. The second is to
disable it in your Properties dialog via your user-level SecureFolder policy
settings, which can be done at any time.

To disable SecureFolder emergency recovery utility at any time:

1. From the Start menu, select Programs, SecureSuite,
and click My SecureSuite Settings. Your
Properties dialog appears.

2. Select the SecureFolder tab.

3. Double-click the Enable emergency recovery of
secured files and folders policy. A
SecureFolder User Policy Setting dialog appears.

4. Select Disabled

5. Click OK

emergency recovery passphrase from files and folders that were secured before
you disabled this feature. Whatever emergency recovery passphrase is in effect
when a file or folder is secured will be the passphrase for that file or folder until it is
unsecured or deleted. Therefore, if you want to disable the emergency recovery
utility for files and folders that have already been secured, you will need to
unsecure and re-secure those files and folders after you have disabled the
SecureFolder emergency recovery utility. Furthermore, any files or folders that
you secure while emergency recovery is disabled will never have an emergency
recovery passphrase assigned to them, even if you enable emergency recovery in
the future and choose a new passphrase. If you enable emergency recovery and
want previously secured files and folders to have the new passphrase associated
with them, you will need to unsecure and re-secure those files and folders after
you activate emergency recovery.

0 Important: Disabling SecureFolder emergency recovery does not remove your
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SecureFolder Sharing

Once a file or folder has been secured, the owner can choose to share it with other
users.

To share a secured file or folder:

1. Right-click the file or folder that you wish to share, and
select Share from the menu that appears.

2. Verify your identity when the SecureFolder Owner
Authentication dialog appears. The Properties
dialog for the file or folder appears with the Share tab
selected.

3. Click the Add button. A Select Users dialog appears.

4. Use the Look in drop-down list to select the domain on
which the user account(s) with which you want to share the
file or folder is located. The available user names may vary
depending on which domain you choose. If you know the
name of a particular user, you can type the user name in
the lower pane and click the Check Names button.

5. When all users that with which you wish to share the file or
folder are listed in the lower pane, click OK The user

name(s) appear in the Authorized User (s) list of the
Properties dialog for the file or folder. Click OK to exit.
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secured Folder Properties 2x

General  Share |

@ Secured Folder

Y'ou may give other ugers on the zame domain access to this
zecured filefolder by clicking the Add button.
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Figure 40: SecureFolder Properties — Sharing

To remove a user’s share privileges:

1. Right-click the file or folder that you wish to share, and
select Share from the menu that appears.

2. Verify your identity when the SecureFolder Owner
Authentication dialog appears. The Properties
dialog for the file or folder appears with the Share tab
selected.

3. From the Authorized User (s) list, select the user whose
access privileges you want to remove, and click the Remove

button. The user name no longer appears, and that user
may no longer access the file or folder. Click OK

secured the file or folder) cannot be removed from the Authorized

@ Note: The owner of a secured file or folder (the user who originally
User(s) list.

SecureSuite XS Workstation Guide 89



Chapter 10: SecureFolder

Working with Secured Files and Folders

After the file or folder is secured, only the owner and users to which the owner has
granted permission can unsecure it or view its contents.

To access a secured file:
1. Double-click the file as usual.

2. Verify your identity when the SecureFolder Owner
Authentication dialog appears. The file becomes
unsecure.

3. View and modify the file as usual.

4. When you are finished with the file, re-secure it if desired.

To access a secured folder:
1. Double-click the folder as usual.

2. Verify your identity when the SecureFolder Owner
Authentication dialog appears.

3. You must drag secured files out of the secured folder into a
new location (such as your desktop) before you can open or
work with them. After working with a file, place it back in the
secured folder to re-secure it.

%= | Note: If you want to work with many files in a secured folder, it is
suggested that you unsecure the folder and then re-secure it when you
are finished.

0 Important: SecureFolder encrypts your files with a key that is associated with your

user account and authentication methods enrolled on this computer (or domain
server, if you are using SecureSuite domain account). If you copy or move a
secured file to another computer (or domain), you will not be able to unsecure or
open the file on that computer.
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Removing Security From a File or Folder

To unsecure a file or folder:
1. Right-click the file or folder.

2. Click Unsecure.

3. At the prompt, click Yes to confirm that you wish to
unsecure the file or folder.

4. Verify your identity when the SecureFolder Owner
Authentication dialog appears.

5. The security icon will no longer be displayed on the file or
folder. Any user will be able to access the file or folder
without authenticating.

gﬁi}' Note: In a client/server scenario, if you try to unsecure a folder
that was secured on the domain while you are logged on to the local

machine, the name of the domain on which you initially secured the
folder will be locked into the SecureFolder Owner Authentication
dialog. Therefore, you must enter your user name and password
information for this domain in order to access the folder. In all
other cases, your user name and domain will be locked and you will
have to enter only your password to unsecure a folder.
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SecureLaunch prevents unauthorized users from running Windows applications.
SecureLaunch is ideal for accounting software and databases that contain
sensitive and confidential information. It can also limit access to applications such
as web browsers and games. In general, only files with an extension of EXE are
supported, although other (unsupported) file types will be listed in the Select

Program File dialog.

0 Important: Some files with an extension of EXE merely launch another
application. Securing theses files will not restrict access to the application
launched by them. For example, a file named dvd.exe may only launch a media

player. If dvd.exe is secured via SecureLaunch, any user will still be able to open

it and launch the media player. In this case, it is necessary to secure the media
player itself. In general, it is a good idea to test the restrictions that you implement
to ensure that you have secured the correct file. One way to see if an EXE file
merely launches another application is to run the EXE and check your task
manager to see what is actually running.

Setting User Restrictions

To set user restrictions on Windows 2000 and XP Professional:

1. From the Start menu, select Programs, SecureSuite,
and click SecureSuite System Settings.

2. In the left pane, double-click Applications.
3. Type the user name and password of a SecureSuite

administrator when the SecureSuite Authentication
dialog appears.

4. In the right pane, double-click SecureLaunch.

SecureSuite XS Workstation Guide 92



SecureLaunch Properties

Securelaunch I

il P

Chapter 11: SecureLaunch

— Secured Programs A pplications
Bemowve |
Select Program File s e |
Look. jr: I 3] system3? j & £% E5-
ShellExt Eattrib.exe @ charmap.exe Eclspack.exe
spoal Flautoche exe FloHrpsk ExE FlciusTer ExE
LRTTemp Flautocon.exe CICHRNTRS.EXE B cMp.ExE
whem Eautufmt.exe Ecidaemnn.exe @cmdlSZ.exe
wins Eautulfn.exe Ecipher.exe ﬁcmmgrSZ.exe
' ACCWIZ B XE %BapiSVSZ.exe Ecisvc.exe ﬁcmmnnSZ.exe
ﬁactmwie.exe Ebuotok.exe Eckcnv.exe S cmstp exe
append.exe Ebootvrfy.exe @cleanmgr.exe Ecomclust.exe
arp.exe ECF\CLS.EXE ,,cliconfg.exe Ecomp.exe
ak.exe mclipbrd.exe ﬁcompact.exe
atrmadm. exe @cdplayer.exe clipsry.exe iﬂconime.exe
i i
File namme: Icalc.exe j Open I
Files of type: IE:-:ecutahIex (= j Cancel |
E

Figure 41: SecureLaunch, Browsing for a Program

5. Click Add The Select Program Files dialog appears.

6. Browse for the application you want to secure and click

Open.

7. The SecurelLaunch Access Policies dialog for the
selected application appears.

8. From the Access Policies dialog, you can select the
Administrators and/or Users (the default groups), and

grant permissions. To add another user or group, click the
Add button.
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9. From the Look in drop-down list, select the domain on
which the user/group you wish to add is located. The
names of available users/groups will change according to
your selection. If you know the name of a particular
user/group, you can type the user/group name in the
Search Name text box and click Add To complete the
selection click OK

Note: An administrator must log on in order to display the list of
users/groups on that domain. SecureLaunch will prompt an
administrator to authenticate whenever it detects that remote domain
information is needed for display purposes.

10. In the Access Policies dialog, select users or groups
and set permissions. The default permission is “Access
with Authentication’. Other available permissions are
‘Access Allowed’, and “Access Denied’.

Note: Any user who is not assigned an access policy (or associated
with a group that is assigned an access policy) in the SecureLaunch
Access Policies dialog will automatically be denied access to the
secured application. If no users or groups are specified, then all
users and groups will be assigned the Access Denied policy and will
not be allowed to run the secured application.

11. Click OK when finished.
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To set user restrictions on Windows XP Home:

1. From the Start menu, select Programs, SecureSuite,
and click SecureSuite User Manager.

2. Type the user name and password of a SecureSuite
Administrator when the authentication dialog appears.

3. From the Options menu, select System Properties.

4. Select the SecureLaunch tab.

5. Click Add

6. Browse for the application you want to secure and click
Open.

7. The Access Policies dialog for the selected application
appears.

8. From the Access Policies dialog, you can select the
Administrators and/or Users (the default groups), and
grant permissions. To add another group or a single user,
click the Add button.

SecureLaunch Access Policies for 'CALC.EXE'

Logged on: TESTLABT1-2K [This Computer)

E SWTESTLABTT-2KMAdministrators
EE\\TESTL.-'-‘«EHQK\.SLJE

x|
Add...
(@@ WTESTLAE11-2KA\Users Hemaove |

—Access Policy

% Access with Authentication
" Access Allowed
" Access Denied

(] Help

Figure 42: SecureLaunch, Setting the Access Polices
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9. From the Look in drop-down list, select the domain on
which the user/group you wish to add is located. The
names of available users/groups will change according to
your selection. If you know the name of a particular
user/group you can type the user/group name in the
Search Name text box and click Add To complete the

selection click OK

Add Users and Groups x|

Loak [

MNames:

€3 Administratar

[ Backup Operators
€3 Guest

(@ Guests

(@ Power Users

[ Replicatar

€3 Sue

Search Mames: I

Ldd

NTESTING\Sue

ak Cahicel

Figure 43: SecureLaunch, Selecting Additional Users/Groups

users/groups on that domain. Securelaunch will prompt an
administrator to authenticate whenever it detects that remote domain

information is needed for display purposes.

ﬁ Note: An administrator must log on in order to display the list of
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10. In the Access Policies dialog, select users or groups
and set permissions. The default permission is “Access
with Authentication’. Other available permissions are
‘Access Allowed’, and “Access Denied’.

= Note: Any user who is not assigned an access policy (or associated
B with a group that is assigned an access policy) in the SecureLaunch

"© Access Policies dialog will automatically be denied access the
secured application. If no users or groups are specified, then all
users and groups will be assigned the Access Denied policy and will
not be allowed to run the secured application.

11. Click OK when finished.

Changing User Restrictions

Administrators can change the access policies for any user or group at any time.

To change the access policies for an application:

1. In the System Settings - SecureLaunch dialog, click
the Security button. The SecureLaunch Access
Policies dialog for the selected application appears.

2. Select the user(s) and/or group(s) whose policies you wish
to change and select their new access level.

3. Click OKwhen satisfied with all user/group access policies.
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Removing User Restrictions

To remove user restrictions from an application on Windows
2000 and XP Professional:

1. From the Start menu, select Programs, SecureSuite,
and click SecureSuite System Settings.

2. In the left pane, double-click Applications.

3. Type the user name and password of a SecureSuite
Administrator when the SecureSuite Authentication
dialog appears.

4. Double-click SecureLaunch.

5. In the Secured Programs/Applications list, select the

application from which you wish to remove access
restrictions.

6. Click Remove.
7. Click Yes to confirm restriction removal.

8. Use of the application is now unrestricted. You must
remove restrictions individually for each application.

with Securelaunch, SecureSuite will ask you if you would like to
restore the previous security settings. By clicking OK you will
restore the previous access policy settings. Click Cancel to redefine
the security restrictions.

;zi} Note: If you re-secure an application that was previously controlled
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To remove user restrictions from an application on Windows XP
Home:

1. From the Start menu, select Programs, SecureSuite,
and click SecureSuite User Manager.

2. Type the user name and password of a SecureSuite
Administrator when the SecureSuite Authentication
dialog appears.

3. From the Options menu, select System Properties.
4. Select SecureLaunch.

5. Select the application from which you wish to remove
access restrictions.

6. Click Remove.
7. Click Yes to confirm restriction removal.

8. Use of the application is now unrestricted. You must
remove restrictions individually for each application.

with SecurelLaunch, SecureSuite will ask you if you would like to
restore the previous security settings. By clicking OK you will
restore the previous access policy settings. Click Cancel to redefine
the security restrictions.

;zij Note: If you re-secure an application that was previously controlled
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SecureLaunch Access Policy Rules

There are several scenarios you may encounter while configuring access policies
for individual users and groups. The following list demonstrates, by way of
examples, the rules associated with the different policies and the level of
importance given to each of them when deciding which policy to associate with
each user and group.

Individual user access policies have the highest priority. For example, suppose
that Sue is a member of the Users group and the Users group policy is set as
Access Denied Sue also has a user-specific policy set as Access with
Authentication. In this case, Sue will be able to access the application for
which the policy is set upon successful authentication since user-specific access
policies take priority over group policies.

If a user is a member of more than one group and these groups have policies set
in SecureLaunch, then the least restrictive access policy is associated with that
user. For example, suppose that Sue is a member of the Administrators group as
well as the Users group. If the access policy for the Administrators group is set as
Access Allowed and the Users group as Access with Authentication,
then Sue will be able to access the application for which the policy is set without
having to authenticate since the setting Access Allowed is less restrictive than

Access with Authentication.

If a user is only a member of a group for which access policies have not been set,
then the user will automatically be denied access to the application. For example,
suppose that Sue is a member of only the Backup Operators group and there is no
access policy associated with this group. Sue will then be denied access to the
application for which the policy has been set.
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Chapter 12: SecureSuite Program Maintenance

The SecureSuite Installation Wizard allows you to make changes to your
SecureSuite configuration, repair SecureSuite in the event of damaged or missing
components, or completely remove SecureSuite from your system.

Changing your Configuration

To modify or repair SecureSuite:

1. From the Start menu, select Settings, Control
Panel and double-click Add/Remove Programs.

2. From the list of installed programs, select SecureSuite
and click the Change button. The SecureSuite
Installation Wizard will appear. Click Next to
continue.

3. Select Modify or Repair. The SecureSuite
Installation Wizard guides you through the process.

{i SecureSuite X5 Workstation - Installation Wizard x|

Program Maintenance ‘“

Modify, repair, or remowve the program. ‘

]

Change which program features are installed. This option displaws the
Custom Selection dialog in which vou can change the way Features are
installed.

Repait errors in the program. This option fixes missing or corrupt files,
shortcuts, and reqgistry entries.

" Repair

" Remove

@ Remove SecureSuite %5 Workstation From your computer,
% |

Installshield

< Back I Mext = I Cancel

Figure 44: SecureSuite Installation Wizard
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Installing OEM Device Modules

In order to utilize any of the advanced authentication devices supported by
SecureSuite, the corresponding OEM device module, which contains the files
necessary for your new device to work with SecureSuite, must first be installed on
your system. If you followed the installation process in Chapter 3, you will not
need to go through the following steps.

To install an OEM device module:

1. From the Start menu, select Settings, Control
Panel and double-click Add/Remove Programs.

2. From the list of installed programs, select SecureSuite
and click the Change button. The SecureSuite
Installation Wizard will appear. Click Next to
continue to the Program Maintenance screen.

3. Select the Modify option, and click Next to continue to the
Authentication Device (s) screen.

i'é'a SecureSuite XS Workstation - Installation Yizard =10 =]

Authentication Device(s) k

Click. Brovese to specify a search Folder For additional authentication devicels) iy
or click Mext ko continue, ‘ -

'; i specify additional search Folder Browse. .. |

Current Search Folder

EratiatlEEmisd

Cancel |

Figure 45: Specifying the Location of OEM files

< Back
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4. Click the Browse button to specify (or verify) the location of

the OEM files, which are necessary in order for your new
authentication device to work with SecureSuite.

e |[f you received the device with SecureSuite, these files
were included with your installation software, and the
current search folder may be the correct location.

e If you received the device after SecureSuite was
installed, be sure to specify the directory under which
the OEM files are located.

5. Click Next to continue to the Custom Setup screen. In
the SecureSuite Components list, under
Authentication Methods, click the name of the device
that you want to install, and select This feature will
be installed on local hard drive. Click Next to
continue.

6. Click Install to begin the installation process. Once the
installation is finished, you will be informed that the
installation was successfully completed. Click Next to
continue.

7. Restart your machine. When your system reboots, the
device will be available. You can add the device to user
accounts via the SecureSuite User Manager, or

configure the device's properties via the SecureSuite
System Settings dialog.

;zi} Note: If users will be using advanced authentication devices in order

to log on to a domain from their workstation and access domain
resources, the respective OEM device module must be installed on both
the client workstation and the domain server(s). Refer to the
SecureSuite XS Server Guide for more information.
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Removing OEM Device Modules

If you no longer want an authentication device to be available on your system, you
must either deactivate the device, or completely uninstall the OEM device module
from your system.

If you plan to use the same device model in the future, you should simply disable
the device. The files necessary for operation of this device will be left on your
system.

To disable an advanced authentication device:

1. From the Start menu, select Programs, SecureSuite,
and click SecureSuite System Settings.

2. In the left pane, select the method under which the device
you want to disable is categorized.

3. In the right pane, right-click the device, and select Remove
Device.

4. Click OK to confirm device removal. The device will no
longer appear in the right pane of the SecureSuite
System Settings dialog and will not be available for
users on your system.

If you need to reactivate this device in the future, follow the previous instruction in
the Installing OEM Device Modules section.
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If you do not plan on using this specific device model in the future, you should
completely uninstall the OEM device module from your system.

To uninstall an OEM device module:

1. From the Start menu, select Settings, Control
Panel and double-click Add/Remove Programs.

2. From the list of installed programs, select SecureSuite
and click the Change button. The SecureSuite
Installation Wizard will appear. Click Next to
continue to the Program Maintenance screen.

3. Select the Modify option, and click Next to continue to the
Authentication Device (s) screen.

4. Click Next to continue to the Custom Setup screen. In
the SecureSuite Components list, under
Authentication Methods, click the name of the device
that you want to uninstall, and select This feature will
not be available. Click Next to continue.

5. Click Install to begin the uninstallation process. Once

the installation is finished, you will be informed that the
“installation” was successfully completed. Click Next to

continue.

6. Restart your machine. When your system reboots, the
device will no longer be available.

If you decide to use this device in the future, you will need to completely reinstall

the OEM device module by following the instruction in the Installing OEM Device
Modules section.
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Uninstalling SecureSuite XS Workstation

0 Important: You should unsecure any secured files and folders before you uninstall

SecureSuite. Although SecureFolder includes an emergency data recovery utility,
any files or folders that were secured while this feature was deactivated (or for
which the passphrase has been lost or forgotten) will not be recoverable if you
uninstall SecureSuite—you will not be able to access the data in the files or folders
again, even if you re-install SecureSuite!

Important: Please turn off your screensaver before uninstalling SecureSuite. If
the screensaver activates during uninstallation, you may not be able to recover
your computer.

To uninstall SecureSuite XS Workstation:

1. From the Start menu, select Settings, Control
Panel and double-click Add/Remove Programs.

2. From the list of installed programs, select SecureSuite
and click the Remowe button.

3. Select the Remowve option from the installation options
provided.

4. Restart your computer once the uninstallation wizard is
complete.
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Appendix 1: Troubleshooting

Following is a list of questions that frequently arise while using SecureSuite. For
more comprehensive help with SecureSuite, refer to our online KnowledgeBase.

Common User Problems
0 Important: Please refer to the Sony® Puppy® installation guide (“Training Your

Puppy Unit”) included in your package or on the CD-ROM for specific instructions
on the installation and use of your fingerprint identity device.

Q: How many fingers should | enroll?
A: Multiple fingerprint readings ensure access to authorized users. Also, if you

enroll only one finger, and that finger becomes damaged, you may not be able to
access your computer. Therefore, we recommend enrolling at least two fingers.

Q: What should | do if | have trouble enrolling or verifying my fingerprint?

A: If you have trouble enrolling or verifying a fingerprint, try touching the
conductive material surrounding the sensor surface on both ends of the sensor,
while centering the finger on the sensor. Hold your finger as parallel as possible to

the fingerprint sensor surface when making contact to give the device a good,
readable fingerprint to enroll or verify.

Q: If | have dry fingers how can | reduce false rejections and ease the enrollment
of my fingerprints?

A: In case of dry fingers try these suggestions:
Clean the scanner surface.
Use a hand moisturizer.
Moisten your fingertips by breathing on the surface of your finger.

Rub your finger on your forehead before placing it on the fingerprint
sensor.
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Q: What do | do if my fingers are too moist and | cannot enroll my fingerprints or
authenticate?

A: If your hands are too moist, wipe your finger before placing it on the fingerprint
sensor.

Q: What happens if | remove my authentication device while my computer is on?
A: Removing your authentication device while your computer is running will cause
your device to be unavailable for authentication purposes with SecureSuite. To

use your device, reconnect it. For more information, please refer to the Sony
Puppy installation guide.

Q: What do | do if my computer doesn't recognize my authentication device?

A: Try the following

e Try restarting your computer, and look to see if the device is being
recognized.

e Make sure the device is firmly connected to the computer.
e Unplug the device, plug it back in, and restart your computer.

e Move the device to another USB port or PC card slot, depending upon your
device, and restart your computer.
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A

Account
See User account, Group, SecureSession account.

Account lockout

A SecureSuite security feature that locks a user account if a number of failed
logon attempts occur within a specified amount of time, based on account policy
lockout settings.

Administrator

A person responsible for setting up and managing domain controllers or local
computers and their user and group accounts, assigning passwords and
permissions, and helping users with networking issues. To use administrative tools
such as SecureSuite User Manager, an administrator must be logged on as a
member of the Administrators local group of the computer or domain respectively.

Application
A computer program used for a particular kind of work, such as word processing.

Application window
The main window for an application, which contains the application’s menu bar
and work area.

Authentication
Validation of a user’s logon information.

Authentication credential
Information submitted for comparison during the verification and identification
processes, such as a password, fingerprint characteristics, etc.

Authentication Device
Hardware, such as a fingerprint scanner, iris scanner, security token or smart card,
used for proving a user’s identity. Contrast with Authentication method.

Authentication Method

A means of proving user identity. SecureSuite supports many authentication
methods, including the password, fingerprint, iris, token and smart card methods.
For each authentication method (except the password method), there are multiple
manufacturers, each of which produces multiple models of associated
authentication device.
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B

Biometrics

The automated technique of measuring a physical characteristic or personal trait
of an individual and comparing that characteristic to a comprehensive database for
purposes of identification.

C

Client
A computer that accesses shared network resources provided by another
computer, called a server. See also Server, Workstation.

Decryption
The inverse of encryption.

Domain

In SecureSuite, a collection of computers defined by the administrator of a
SecureSuite Server network that share a common directory database. A domain
provided access to the centralized user accounts and group accounts maintained
by the domain administrator. Each domain has a unique name. See also
Workgroup.

Domain controller

In a SecureSuite XS Server domain, refers to the computer running Windows 2000
Server that manages all aspects of user-domain interactions, and uses information
in the directory database to authenticate users logging on to domain accounts.
One shared directory database is used to store security and user account
information for the entire domain.

Domain name

Part of the Domain Name System (DNS) naming structure, a domain name is the
name by which a domain is known to the network. Domain names consist of a
sequence of labels separated by periods. See also Domain Name System (DNS).

Domain Name System (DNS)

DNS offers a static, hierarchical name service for TCP/IP hosts. The network
administrator configures the DNS with a list of hostnames and IP addresses,
allowing users of workstations configured to query the DNS to specify remote
systems by hostnames rather than IP addresses.
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E

Encryption
The process of making information indecipherable to protect it from unauthorized

viewing or use, especially during transmission or when it is stored on a
transportable magnetic medium.

Enrollment

The process of collecting biometric samples from a person and the subsequent
preparation and storage of biometric reference templates representing that
person's identity.

Event
Any significant occurrence in the system or an application that requires users to be
notified, or an entry to be added to a log.

Event logging
The SecureSuite process of recording an audit entry in the audit trail whenever

certain events occur, such as services starting and stopping and users logging on
and off and accessing resources.

G

Group

In SecureSuite User Manager, an account containing other accounts that are
called members. The permissions and rights granted to a group are also provided
to its members, making groups a convenient way to grant common capabilities to
collections of user accounts. See also User account.

Group memberships

The groups to which a user belongs. Permissions and rights granted to a group
are also provided to its members. In most cases, the actions a user can perform in
SecureSuite are determined by the group memberships of the user account the
user is logged on to.
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Identification

A one-to-many comparison of an individual's submitted biometric sample against
the entire database of biometric reference templates to determine whether it
matches any of the templates and, if so, the identity of the enrollee whose
template was matched. The biometric system using the one-to-many approach is
seeking to find an identity within a database, rather than verify a claimed identity.
(Contrast with Verification.)

Log off
To stop using the network and remove your user name from active use until you

log on again.

Log on
To provide a user name and password that identifies you to the network.

Logon time
For SecureSuite, a definition of the hours and minutes during which a user

account has been in use.

(0

OEM Device Module
The OEM-provided set of files necessary for an authentication device to work with
SecureSuite. See also Original Equipment Manufacturer (OEM).

Original Equipment Manufacturer (OEM)

A biometric organization (manufacturer) that assembles a complete biometric
system from parts, or a biometric module for integration into a complete biometric
system.

P

Password bank
A database used for storing username, password and other personal information,
to be released upon validation of an individual's identity.
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R

Remote Access Service (RAS)

A service that provides remote networking for telecommuters, mobile workers, and
system administrators who monitor and manage servers at multiple branch offices.
Users with RAS on a SecureSuite computer can dial in to remotely access their
networks for services such as file and printer sharing, electronic mail, scheduling,
and SQL database access.

S

SecureSession account

A set of logon credentials that has been registered (stored for later submittal) with
SecureSession. In SecureSession for Applications, a registered set of credentials
needed to access an application window (and data set). In SecureSession for
Internet Explorer, a user name and password required for access to a web site.
You may have multiple SecureSession accounts for a single application or web
site. For example, you might have more than one account with Microsoft Outlook
or Hotmail, each of which requires a different set of logon credentials.

Server
In general, refers to a computer that provides shared resources to network users.

Single Sign-On

A service that coordinates multiple domain sign-on procedures into one
authentication process. Single sign-on services reduce the time taken by users in
sign-on operations to multiple domains, including a reduction in the possibility of
such sign-on operations failing; improve security through the reduced need for a
user to handle and remember multiple sets of authentication information; reduction
in the time taken, and improved response, by system administrators in adding and
removing users to the system or modifying their access rights; improved security
through the enhanced ability of system administrators to maintain the integrity of
user account configuration including the ability to inhibit or remove an individual
user’s access to all system resources in a coordinated and consistent manner.
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U

User account

Consists of all the information that defines a user to SecureSuite. This includes
such things as the user name and password required for the user to log on, the
groups in which the user account has membership, and the rights and permissions
the user has for using the system and accessing its resources. The accounts are
managed with SecureSuite User Manager. See also Group.

User Manager
A SecureSuite tool used to manage the security for a computer. Administers user

accounts, groups, and security policies.

User name

A unique name identifying a user account to SecureSuite. An account’s user
name cannot be identical to any other group name or user name of it's own
domain or workgroup. See also User account.

User password

The password stored in each user’s account. Each user generally has a unique
user password and must type that password when logging on or accessing a
server.

\'

Verification
A comparison of two sets of biometrics to determine if they are from the same
individual; or, in fraud prevention applications, a one-to-one comparison of a live
finger and a previously enrolled record to ensure that the applicant is who he/she
claims to be.

w

Workstation
Any networked computer using domain resources.
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Appendix 3: A Table of SecureSuite Policies

Domain/System-Level SecureSuite Policies

(Start, Programs, SecureSuite, SecureSuite System Settings, Policies)

Policy

Available
Settings

(Default settings are bold)

Limits settings
of...

Depends on
setting of...

Allow users to
add/remove/enroll

Allow management of

L Enabled / User Defined authentication methods and None

authentication methods and .
devi devices (user-level)

evices
Cache user credentials (only s
available if logged on to Enabled / User Defined Cache guthentlcatlon None
d ) credentials (user-level)

omain)
Allow users to update . Enabled / User Defined Allow user Fo update . None
authentication credentials authentication credentials
Always require
authentication for Enabled / Disabled None None
administrator tools
Always require Enabled / Disabled None None

authentication for user tools

Randomize domain
passwords for “AND” users

Enabled / Disabled

Randomize domain password
(user-level, if “AND” user)

Randomize domain passwords for
all users

Randomize domain

Randomize domain

asswords for all users Enabled / User Defined passwords for “AND” users; None
P Randomize domain password
When logging on or
authenticating, provide audio ﬁlways /' System logon only / None None
. ever
voice prompts
When logging on or
authenticating, display the Always / System logon only / None None

visual indicator

Never
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User-Level SecureSuite Policies

(Start, Programs, SecureSuite, SecureSuite User Manager, SecureSuite Policies)

Policy

Available
Settings

(Default settings are bold)

Limits settings
of...

Depends on
setting of...

Allow user to .
add/remove/enroll ' Allow users to manage their
C Enabled / Disabled None authentication methods and
authentication methods and .
devi devices (system-level)
evices
Cache authentication Cache user credentials (system-
credentials (only available if Enabled / Disabled None ¥
. level)

logged on to domain)
Randomize domain passwords for

Randomize domain Enabled / Disabled None all users; Rand“omlz? domaln

password passwords for “AND” users (if
“AND” user)

Allow user to update Allow users to update

P Enabled / Disabled None authentication credentials

authentication credentials

(system-level)

User-Level SecureFolder Policies

(Start, Programs, SecureSuite, SecureSuite User Manager, Select User, User Properties, SecureFolder tab)

Policy

Available

Settings
(Default settings are bold)

Limits settings
of...

Depends on
setting of...

Require authentication when

Require authentication for all

copying, deleting, moving or Enabled / Disabled None SecureFolder operations

renaming a secured folder

Requ[re aythentlcahon when Enabled / Disabled None Require authentlcathn for all

securing files or folders SecureFolder operations

Require authent|cat|on ) Enabled / Disabled / Require authentication for all

before opening secured files . None .
Authenticate after SecureFolder operations

or folders

Enable emergency recove Support emergency recovery of

rgency ry Enabled / Disabled None secured files and folders (system-
of secured files and folders level)
Require authentication when Enabled / Disabled None Require authentication for all

viewing share information

SecureFolder operations
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Domain/System-Level SecureFolder Policies

(Start, Programs, SecureSuite, SecureSuite System Settings, Applications, SecureFolder)

Policy

Available
Settings

(Default settings are bold)

Limits settings
of...

Depends on
setting of...

Require emergency recovery
of secured files and folders

Enabled / User Defined

Support emergency recovery
of secured files and folders
(user-level)

None

Require authentication for all
SecureFolder operations

Enabled / User Defined

Require authentication when
copying, deleting, moving or
renaming a secured folder;
Require authentication when
securing files or folders;
Require authentication before
opening secured files or
folders; Require
authentication when viewing
share information

None

User-Level SecureSession for Internet Explorer Policies

(Start, Programs, SecureSuite, SecureSuite User Manager, select user, User Properties, SecureSession/IE tab, User Policies)

Policy

Available
Settings

(Default settings are bold)

Limits settings
of...

Depends on
setting of...

Apply one-touch user logon

Enabled / Disabled

None

None

Require authentication
before supplying web page
information

Enabled / Site Defined

Require authentication before
supplying web page
information (site-level)

Require authentication for all
SecureSession/IE operations

Require authentication when
registering pages

Enabled / Disabled

None

Require authentication for all
SecureSession/IE operations

Require authentication when
managing registered page
information

Enabled / Site Defined

Require authentication when
managing registered page
information (site-level)

Require authentication for all
SecureSession/|IE operations

Automatically submit
registered page information

Enabled / Site Defined

Automatically submit
registered page information
(site-level)

None
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Site-Level SecureSession for Internet Explorer Policies

(Start, Programs, SecureSuite, SecureSuite User Manager, select user, User Properties, SecureSession/IE tab, select web form,

More Info)

Policy

Available

Settings
(Default settings are bold)

Limits settings
of...

Depends on
setting of...

Require authentication

Require authentication for all
SecureSession/IE operations;

before supplying web page Enabled / Disabled None Require authentication before
information supplying web page information

(user-level)

Require authentication for all
Require authentication when SecureSession/|E operations;
managing registered page Enabled / Disabled None Require authentication when
information managing registered page

information (user-level)
Automatically submit Enabled / Disabled None Automatically submit registered

registered page information

page information (user-level)

Domain/System-Level SecureSession for Internet Explorer Policy

(Start, Programs, SecureSuite, SecureSuite System Settings, Applications, SecureSession/IE)

Policy

Available
Settings

(Default settings are bold)

Limits settings
of...

Depends on
setting of...

Require authentication for all
SecureSession/|IE operations

Enabled / User Defined

Require authentication before
supplying web page
information; Require
authentication when
registering pages; Require
authentication when
managing registered page
information

None

User-Level SecureSession for Applications Policies

(Start, Programs, SecureSuite, SecureSuite User Manager, select user, User Properties, SecureSession/IE tab, User Policies)

Policy

Available
Settings

(Default settings are bold)

Limits settings
of...

Depends on
setting of...

Apply one-touch user logon Enabled / Disabled None None
Automatically submit Automatically submit
registered application Enabled / App Defined registered application None

information

information (application-level)

Require authentication when
managing registered
application information

Enabled / App Defined

None

Require authentication for all
SecureSession/Apps operations

Require authentication
before supplying application
information

Enabled / App Defined

Require authentication before
supplying application
information (application-level)

Require authentication for all
SecureSession/Apps operations

Require authentication when
registering applications

Enabled / Disabled

Require authentication when
registering applications
(application-level)

Require authentication for all
SecureSession/Apps operations
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Automatically submit

Automatically submit registered

information

registered application Enabled / Disabled None application information (user-
information level)

Require authentication for all
Require authentication when SecureSession/Apps operations;
managing registered Enabled / Disabled None Require authentication when
application information managing registered application

information (user-level)

Require authentication for all
Require authentication SecureSession/Apps operations;
before supplying application Enabled / Disabled None Require authentication before

supplying application information
(user-level)

Require authentication for all
SecureSession/Apps
operations

SecureLaunch Access Policy

Enabled / User Defined

Access with
Authentication / Access
Allowed / Access Denied

Require authentication when
managing registered
application information;
Require authentication before
supplying application
information; Require
authentication when
registering applications

None

None

None
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